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INTRODUCTION 
echnology provides solution to human problems through 

innovations or interventions as means of easing socio-

economic life of citizenry. Technological advancement 

constitutes the major source of ease and comfort people presently 

enjoying across the globe. The impact of the internet as well as global 

communication are enormous in this present world. The invention of 

internet alone brought in the phenomenon of global village – the 

conception of far distance becoming infinitesimal with respect to 

social relationships, marketing, advertisement and business 

transactions. Recently, the idea of internet and related technological 

advancement had also given birth to ‘virtual money’. The virtual 

money availed to buyers and sellers, providers of goods and services 

different means of settling of debts without resulting to usage of raw 

cash or currency. This is additional avenues for ratification of 

transactions or agreements between two parties (Thammarat and 

Kurutach; 2019).  
Virtual monies are issued to bank customers as credit or debit cards, 

to allow access their accounts and provided soft loans. Multiple credit 

and debit cards issued from different banks was successfully resolved 

by integrating customer’s bank data on microchip as well as on their 

cell phones (Okunbor et al., 2020). The integration permits customers 

to make use of phones rather than multiple credit or debit cards with 

other online applications for settling debts (Ahamad et al., 2013).  

 

A 

T 

ABSTRACT 
The world welcomed 

year 2020 with 

pandemic disease 

caused by 

Coronavirus-2, a 

strain of virus causing 

Severe Acute 

Respiratory Distress 

Syndrome (SARSCoV-

2) named COVID-19. 

The shock of 

SARSCoV-2 led to 

thousands of deaths 

from millions of 

infected people. 

Strategies, measures 

and interventions 

were sought for 

curtailing the ugly 

trend. Some 

measures enacted in 

terms of protocols 

worsened the 

situations as they led 

to serious change in 

human relationship 

and result to adverse 

effect on socio-

economic activities. 
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This system of payment ensures that neither physical participation nor physical contact with cash 

are required (Okunbor et al., 2020). Payment for goods and services could be done on transit 

sometimes by waving\ flashing of a credit or debit card near the Point-Of-Sales (POS) device or 

transferring cash through mobile applications. Vast users of contactless payment are domicile in 

the United States (US) and Canada. Although, the technology had been in Japan five years prior to 

the US and Canada. It is called proximity mobile payments because it is initiated from mobile phone 

to pay merchant using Near Field Communication (NFC) technology (Tung and Juang, 2017; Nelson 

et al., 2013). 

Near Field Communication (NFC) is a relatively new communications protocol steadily gaining 

popularity through International Standard Organisation ISO/IEC standardization. It is a short-

ranged radio communication link purposely designed for linking up smartphones, IOTs devices and 

Wireless Communication Sensors (WCS) (Ceipidor at el., 2013).  It operates at 13.56 MHz at rates of 

106 kilobits per second to 424 kilobits per second. Its frequency falls within a short-range 

approximately 10 cm for normal operation (Ahamad et al., 2013). Despite that, it was certified as a 

reliable and secure platform for accomplishing the tasks (Nashwan,2017; Thammarat et al., 2015).  

The outbreak of COVID-19 was sudden and its spreading involved contact with infected person and 

contaminated surfaces – metallic materials, door handles, table surfaces. Money was noted as 

vulnerable contaminated surface. Overcrowding at point of Automatic Teller Machine ATM, 

market places, religious centres, functions and event centres were also considered as vulnerable 

places for contracting COVID-19. These led NCDC to enact washing of hands, use of nose-mask, 2-

meter physical distance and closure of places of gathering as part of stringent measures for 

curtailing the pandemic.  

Contactless payment is one of technology-based systems invented prior to outbreak of 

coronavirus. It is a viable system with adequate inbuilt mechanism and structural measure for 

curtailing pandemic. It is a system for easing and facilitate transactions with respect ordeal people 

encountered during the implementation of total lockdown when it was necessity for every 

individual to have money or exchange money or materials in order to survive.   

This paper is organized as follows. Section II discusses the evolution of Covid-19; section III presents 

mode of transmission of COVID-19. Section IV describes the existing coping mechanism and 

containment measures while Section V describes the contactless payment system. The 

Using Nigeria as a case study, contactless payment system is a worthy intervention against 

spreading of SARSCoV-2 with respect people attitudes, mode of payment systems widely 

enjoyed by masses and the protocol set by Nigeria Centre for Disease and Control (NCDC) 

against the spreading of COVID-19. This paper presents facts and figures canvassing for 

contactless payment system as one of interventions require by governments as well as all 

stakeholders for financial transactions as a measure for prevention SARS-related virus spread. 
 
Keywords: COVID-19, Transmission mode, NFC, Contactless payment, Security protocol 
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architecture of contactless payment system is explained in Section VI and Section VII presents its 

security. The last section provides a brief conclusion. 

 

Evolution of Covid-19  

In December 2019, the World Health Organization (WHO) received reports on clusters of 

pneumonia cases. The cases of incidence in Wuhan City, Hubei Province of China were not ascribed 

to a particular source. The Chinese authorities subsequently identified a novel strain of Coronavirus 

called SARS-COV 2 as the causative agent (WHO, 2019). Sequel to the advice of the International 

Health Regulation Emergency Committee (IHREC), the Director-General of the WHO affirmed that 

COVID-19 outbreak was a Public Health Emergency of International Concern (PHEIC) on 30 of 

January, 2020. It was characterized as a pandemic on 11 of March, 2020. The outbreak was reported 

in every part of the continents before end March 2021. In Africa, the first case of COVID-19 was 

reported in Egypt on February 2020. Global statistical recorded more than 2.6 million confirmed 

cases and over 186,000 deaths (Ajisegiri et al., 2020) 

In Nigeria, the first case of COVID-19 was reported at Infectious Disease Centre, Yaba, Lagos State 

on the 27th February, 2020. This was a case of an Italian citizen who arrived at the Murtala 

Muhammed International Airport, Lagos, on 24th February, 2020 on-board a Turkish airline from 

Italy. He visited his company's site in Ogun State the following day where he presented himself at 

his company's staff clinic. He was suspected of having virus and his status was later confirmed by 

both Infectious Disease Hospital (IDH) and NCDC (NCDC, 2020).  

After two weeks, few cases were reported in Lagos and Abuja and emergence of the virus was 

noted across the nation. The Federal Government, through the Nigerian Civil Aviation Authority 

(NCAA) restricted landing of international commercial flights into the country, effective from 23rd 

March, 2020 (Onyeji, 2020). On the same day, Nigeria registered the first fatality with the loss of a 

67-year-old man, a returnee from the United Kingdom. His death was related to medical issues the 

deceased experienced before returning to Nigeria (NCNC, 2020). The Federal Government also 

responded with closure of all non-essential services (businesses and industries) and restricted 

movement of people in Lagos State, Ogun State and the Federal Capital Territory, Abuja, on 29th 

March, 2020. Most State Governments restricted public gathering and there were restrictions on 

Inter-state movement. The Federal Government later authorized the gradual easing of lockdown 

in the previously restricted states on the 4th May, 2020 (Oyeranti and Sokeye, 2020). 

 

Mode of transmission of COVID-19 

Two modes of transmissions were identified with COVID-19: direct and indirect. The direct mode 

includes: - 

- Transmission through aerosols formed through surgical and dental procedures and/or in 

the form of respiratory droplet nuclei. 

- Other body fluids and secretions, for example, faeces, saliva, urine, semen, and tears. 

- Mother-to-child.  

 

SARS-CoV-2 was speculated to be spreading via respiratory droplets formed when an infected 

person is talking or coughing or sneezing. It was equally rolled out that there is high risk of 



 

TIMBOU-AFRICA ACADEMIC PUBLICATIONS 
FEB., 2023 EDITIONS, INTERNATIONAL JOURNAL OF: 

 

 TIJSRAT 

SCIENCE RESEARCH AND TECHNOLOGY VOL. 12 

68 ISSN: 2623-7861 

exposure and transmission when an infected person is within 1 meter length of susceptible people. 

Despite only very few people shed the virus that is less-susceptible from contracting it. The number 

is insignificant when considering the risk of contracting the disease through other modes apart 

respiratory tract that they are less-susceptible to.  

Fomites constitute a formidable threat as these formed parts of indirect ways that COVID-19 are 

contracted. Some surfaces of objects are passively carrying the infectious agents and thus enabling 

transmission between hosts. According to WHO, surfaces of furniture within an infected person 

and usage of medical equipment like stethoscope and thermometer can passively transmit the 

COVID-19(WHO, 2020). This information was provided to prevent underestimating several modes 

of transmissions for COVID-19 (Karia et al., 2020).  

The COVID-19 was assumed to be among airborne disease until it became unfold that it being 

transmitted through contacting aerosols formation. The particles are about 100 µm in diameter 

size. The size and its suspension in air aid the transmission (Cai et al., 2020). Aerosols are formed 

during surgical and dental procedures. It equally forms as droplet nuclei when talking, coughing, 

or sneezing by an infected patient. Li et.al., (2020) found that eight healthcare staff and five post 

operational patients were tested positive for COVID-19 after being in close contact with an infected 

patient. The droplet formation was inferred as a potential mode for human-to-human transmission. 

It was also gathered from the cough training for respiratory exercise carried out on the post 

operation, that a large number of droplets and aerosols were produced in the surrounding space 

(Li et al., 2020).  

Van-Doremalen et al., (2020) demonstrated that aerosolized SARS-CoV-2 remains viable for roughly 

3 h in air but also viable between 4 -72 hours on other surfaces as presented in Figure 1. Thus, the 

virus has potential of transmitting to persons that touch contaminated surfaces - fomites. The 

result shows that Covid-19 can persist for 3-hours in the air, 24-hours on cardboard and even longer 

on other hard surfaces (Karia et al., 2020). 

 
Figure 1: Survival time of Covid-19 Virus on different surfaces 

Sources: Van-Doremalen et al., (2020). 

 

Similar researches were carried out on bank notes (Thomas et al., 2008; Lopez et al., 2011).  Thomas 

et al. gathered that some viruses can persist for hours or days on banknotes while Lopez et al. 
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(2011) discovered that non-porous surfaces aid transmission of viruses more readily and the Covid-

19 virus also survive on such surfaces. Hence, the fact that the Covid-19 virus survives on non-

porous materials, such as plastic or stainless-steel means that debit or credit card and POS 

terminals could transmit the virus too (King and Shen, 2020). Therefore, to limit the risk of 

transmission, adopting a distanced and contactless transaction method become very essential. 

 

Existing Coping Mechanism and Containment Measures 
In Nigeria, just like every other part of the world, the containing measure and guideline to the 
spread of COVID-19 requires that all arriving travellers are requested to register online at the 
Nigeria International Travel Portal as well as to submit a negative COVID-19 PCR result taken not 
more than 96 hours from the date of departure (USAID, 2021). Arriving passengers with 
temperatures higher than 38 degrees Celsius are not allowed into the country. In addition, arriving 
passengers are recommended to go for self-isolation for a minimum of seven days after which 
another COVID-19 PCR is conducted. Passenger testing negative on the second test are released 
from quarantine, while anyone with positive-test will be further processed according to the NCDC 
guidelines.  
Public gatherings are still restricted to 50 people in enclosed areas, with larger halls and public 
transport functioning at half capacity. Working from home was strongly encouraged. Mandatory 
use of face masks, provision of hand washing facilities and social distancing were recommended 
for operation of businesses and schools (USAID, 2021). Yet these guidelines were not completely 
abided by Nigerians. Figure 2 illustrate overcrowding of people around ATMs in Nigeria. Figure 3 
depicts people attitude towards using of POS and ATMs for accessing raw cash. Both situations 
have high potential for easy transmission of the pandemic. A number of factors was attributed to 
these attitudes of masses and it was circumvented by complexity as well (Okunbor et al., 2020).   

 
Figure 2: Crowed Banking ATM machine in Nigeria 

 
Figure 3: Contact Payment System 
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In March 2021, after the first case of Covid-19 was reported, Nigeria also recorded 6,936 confirmed 

new COVID-19 cases (Incident rate of 3.5 per 100,000), as the total number of COVID-19 cases 

passed 160,000 cases. Compared to February when 72% fewer cases were recorded. This is the 

most significant drop of any month since the pandemic began. Following two months of all-time 

high mortality rates in January (332) and February (321), COVID-19 related deaths decreased by 56% 

to 141 in March. Most of the deaths occurred in Lagos state (38%) and Abuja (11%) which are COVID-

19 hotspots. Nigeria remains the second severely affected country in Africa after South Africa 

(USAID, 2021). To these effects, the life and safety of every Nigerian is important, our banking and 

transaction system can be improved to curtail the COVID-19 through the adoption of contactless 

payment system. 

 

Contactless Payment System  

Contactless payments as earlier defined involves payment where mobile phones, credit cards, and 

other devices are used for settling of transactions between two parties using the payment 

terminals - POS or using the payment device of the consumer. None of these payments involved 

physical connection with money. Transactions involving contactless payments are about twice as 

fast as transactions involving cash. This technology provides safe path for customers with respect 

to fomites. Retailers or buyers who are frequent in shopping only clear their goods without having 

contact with money. Unfortunately, majority of sellers in Nigeria are masses including farmers 

producing local commodities. Vast number of these people have no bank accounts forcing their 

customers to sort for raw cash to settle their transactions. Contactless payment does not require 

PIN verification as usually done on the POS to authorize a transaction (Okunbor et al., 2020). 

With the booming of smartphone and wireless networks, contactless payment system has been 

gradually accepted by a range of sectors and industries. Near Field Communication (NFC) as an 

established radio communication standard dominates market and has most applications such as 

digital wallet and ticketing system, due to its convenience and versatility (Nelson et al., 2013). 

Payment transaction using NFC-enabled mobile devices payment is continuously increasing 

because of its speed, convenience, and ease of use (Al-Tamimi and Al-Haj, 2017). 

 

Architecture of Contactless Payment System 

The requirements and essentials of some NFC devices are as follows. NFC-enabled mobile phone: 

NFC technology is embedded in mobile devices. This has given a significant opportunity for its use 

and wider acceptance of mobile payments and the NFC ecosystem.  

- NFC tags: An NFC tag is a passive radio frequency identification (RFID) tag with no 

integrated power source; however, a little amount of information is stored on an NFC tag. 

To give power to an NFC tag, the customer/merchant touches it with a mobile device or 

an NFC reader. The mobile device or the NFC reader acts as an active device that generates 

an RF signal. The NFC tag boots up immediately and the information is transferred or 

shared according to the pre-loaded algorithm.  

- NFC readers: The most general example of an NFC reader is a contactless point of sale 

(POS) terminal. The contactless POS facilitates NFC-enabled payment when an NFC-

enabled mobile device touches the NFC reader (Bojjagani and Sastry, 2019). 
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In a standard contactless payment transaction as shown in Figure 4, a buyer holding a card 

(cardholder) or NFC smartphone (A) purchases goods or services from a merchant (B) with the 

POS. The Issuing Bank (D) authorizes and allows this transaction using Europay, MasterCard, and 

Visa (EMV) network, and then the Acquiring Bank (C) pays the cost of purchase, after discount, to 

the merchant. This discount is called the merchant discount. After that, the Issuing Bank (D) pays 

the Acquiring Bank (C) an amount after deducting any interchange fee from the value of 

transaction. At the end, the Issuing Bank (D) posts the amount in the account of the buyer holding 

the card (cardholder). According to EMV specifications, depending on the availability of internet 

connection in the Point of Sale, each EMV phase has two different applications, the online mode 

and the offline mode. The online mode requires an online connection between the Point of Sale 

and the Acquiring Bank, and between the Acquiring Bank and the Issuing Bank. In the offline mode, 

the Point of Sale executes the EMV security procedures since all the security measures are 

performed in the Point of Sale (Al-Tamimi and Al-Haj, 2017). With all securities involved coupled 

with the convenience of contactless payment, some users are still doubting and adamantly 

questioning the security of involved technology (Okunbor et al., 2020). 

 
Figure 4: EMV contactless payment protocol (Al-Tamimi and Al-Haj, 2017). 

 

Security of the Proposed Contactless Payment System 

Contactless payment system has some security protocol which includes the EMV, NFC-SEC and 

ISO/IEC. These protocols are security protocol that is used for both contact and NFC contactless 

systems. It involves a group of security regulations that control the payment transaction between 

the involved parties.  

Cryptography is the primary mechanism used to keep sensitive payment applications and account 

data secure in the mobile payment ecosystem. One basic implementation is the use of a Trusted 

Service Manager (TSM) based mobile payment ecosystem. The secure transfer of account data 

from an issuing bank to the TSM relies on public key infrastructure (PKI) and encryption based on 

the Secure Sockets Layer (SSL)/ Transport layer security (TLS) standard. 
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Key Management Proper (KMP): key management and security are deployed to protect the system 

from attack and fraud. The key management process keeps the cryptographic keys secure. One of 

TSM’s primary functions is to ensure security of the keys at all times. Keeping the keys secure 

entails ensuring both physical security and logical security. Physical security prevents physical 

access to the Key Management Server (KMS) and its related Hardware Security Module (HSM). 

Physical security includes the use of man traps, physical barriers, and alarm systems. Logical 

security involves processes, procedures and software. Examples of logical security include 

password requirements, key import requirements, procedures, firewall rules and the use of proxy 

systems for communications. In recent time, a quite number of works advocate for NFC-based 

contactless payments prior to advent of coronavirus (Badra and Badra, 2016; El-Madhoun et al., 

2015; El Madhoun and Pujolle, 2016; Ahamad et al., 2013; Pourghomi et al., 2013; Tung and Juang, 

2017; Nashwan, 2017; Thammarat et al., 2015; Ceipidor at el., 2013; Thammarat and Kurutach, 2019). 

Some of them are based on public key encryption while others involve symmetric key encryption.  

For instance, Badra and Badra 2016 proposed "A lightweight security protocol for NFC-based 

mobile payments". This proposed protocol is for mobile payment applications based on the NFC 

technology using public key encryption technique. The proposed protocol discussed two cases. 

The first case, when the POS has an internet connection. The second case, when the POS has no 

internet connection. The protocol satisfies the mutual authentication property depending on three 

shared parties, the mobile device (M), POS device, and the Trusted Third Party (TTP). In this case, 

there are five steps, and four sent messages. Both of the mobile device M and the POS device 

generate a random number RVSE, and RVPOS respectively. The TTP generates a session key by 

applying a pseudo random function on the generated random number by the mobile device, the 

generated random number by the PS, the received identity of the mobile device and the XORing 

of the secret key between the TTP and the user M, SKTTP_SE with the secret key between PS and 

M, SKPOS_SE user. 

 

Conclusion 

This study gives the analysis of the novel COVID-19 disease, its mode of transmission as regards 
direct method through contact and also the containing measures as recommended by IHREC and 
NCDC. Study analysis reveals the possibility of transmission of COVID-19 through contact with bank 
note, POS terminal and ATM. Considering the transaction payment system in Nigeria where people 
are fond of crowding around ATM and indiscriminate usage of POS machine; it is obvious that 
guidelines for controlling the spread of COVID-19 are not being observed. Therefore, this study 
strongly advocated for bringing contactless payment system where physical cash or contact is not 
required. Researches as shown in this study had proven that the contactless payment system is 
secured, convenient and standardised. With contactless payment adoption and implementations 
in Europe, China and Japan, with strong consumer interest, and the ability to leverage the 
contactless POS infrastructures, NFC-enabled proximity mobile payments show much promise 
even in Nigeria. 
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