
 

TIMBOU-AFRICA ACADEMIC PUBLICATIONS 
FEB., 2023 EDITIONS, INTERNATIONAL JOURNAL OF: 

 

 TIJSRAT 

SCIENCE RESEARCH AND TECHNOLOGY VOL. 12 

107 ISSN: 2623-7861 

 

N EXPERT SYSTEM FOR COMPUTER 

NETWORK TROUBLESHOOTING 

 

USMAN A. ISMAIL, NURA A. ANKA & ABUBAKAR 

A. FARU & SHAMSUDDEEN S. MUHAMMED 
Department of Computer Science, Federal Polytechnic, Kaura 

Namoda, Zamfara State, Nigeria 

 

 

 

INTRODUCTION 
owadays, every organisation deploys information 

technology in their professional endeavours, from small, 

medium to large-scale enterprises. This deployment involves 

computer network ranging from two or more computers connected 

together to a full local area network and wide area network 

connectivity. These networks need to be protected, maintained, and 

repaired. Some of these organisations employ network experts called 

network administrators or network engineers to manage the 

network, while others invite experts from outside when problems 

occur. Furthermore, network failure is very frustrating, especially 

when a user or network expert could not solve the problem. This 

problem mostly affects organization productivity thereby making 

both personnel and machine redundant which leads to 

communication failure and financial loss among others. 
The modern world is characterised by rapidly changing technologies, 

shorter product life cycles, and increased system complexity, 

necessitating the integration of intelligent tools into software product 

life cycles. This shift also necessitates the use of automated fault 

diagnosis tools for dealing with critical situations in order to improve 

competence. Automated fault diagnosis has been a major research 

topic for the past two decades, but little progress has been made in 

cost-sensitive areas. Localizing the source of the problem, 

determining the exact case when it occurs, and then resolving the 

problem are all part of fault diagnosis (Akhil et el., 2011). 

An expert system is a computer program that employs knowledge and 

inference procedures to solve problems that are difficult enough to  
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necessitate significant expertise. In other words, an expert system is a computer program that 

performs a task that would normally be performed by a human expert (Adesola, Ele & Umoh, 2014). 

An expert system is a computer programme that can perform at the level of a human expert in a 

particular problem area, such as computer hardware failures (Mustaffa et al., 2014). The most 

important branch of artificial intelligence is expert systems (Rohil and Satvika, 2011). The process 

of identifying and eliminating problems or faults in a computer network is known as 

troubleshooting (Clarke, 2009). It refers to the set of measures and processes used to identify, 

diagnose, and resolve problems and issues in a computer network (Dale & Cory, 2014). 

Several expert systems have been developed to perform different tasks, ranging from 

interpretation, prediction, design, planning, model-based to diagnostic and troubleshooting 

systems. This paper proposes an expert system for network troubleshooting that will enable 

network users to solve network problems without involving experts and also ease the work of 

network experts. This expert system can make the computer troubleshooting process automatic 

and help network users and experts find the cause within a few minutes, saving energy and 

financial costs in the process. 

 

Network Structure  

A computer network is a collection of two or more computer systems that are linked together by 

some form of transmission medium and allow them to share information. The concept is essentially 

the same whether the network contains two or thousands of machines (Pengelly, 2015). Computer 

networks can be classified based on their size as well as their intended use. A network's size can 

be expressed by the geographical area it covers and the number of computers that are connected 

to it. Networks can cover anything from a few devices in a single room to millions of devices spread 

across the globe (Jyoti & Himanshi, 2017). Computer networks are categorised into three, namely, 

local area networks (LAN), metropolitan area networks (MAN) and wide area networks (WAN). 

However, the structure and the purpose of the networks are basically the same, i.e., 

interconnectivity of computers and sharing of resources respectively.   

 

system comprises a user interface, a rule-base, an inference engine, and a knowledge editor 

interface. The system is intended to computerise the maintenance and repair of computer 

networks, as well as to provide time-based assistance to computer network users who require 

immediate assistance when maintenance experts are unavailable and to ease the work 

of computer network experts. The knowledge acquisition method of fact-finding was used, 

which is a knowledge-based approach to extracting facts. The waterfall model of the software 

development life cycle is used in the methodology. Visual Basic 10 programming language 

platform was used to implement this system. 
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The Need for the New System 

In this day and age, all information and communication technology (ICT) devices must be 

operational. A computer network is an essential infrastructure in the deployment of ICT. Its 

downtime will thus result in communication failure, lowering organisational productivity, human 

and machine redundancy, and financial loss, among other things. When it comes to 

troubleshooting, most computer users are novices. When human experts are unavailable or unable 

to perform the task, an expert system is justified (Adesola, Ele and Umoh, 2014). The expert system 

for computer network troubleshooting will help network users who may need guides to deal with 

network problems. It will also assist network professionals in solving network problems within a 

few minutes, thereby saving energy and financial costs. However, the specific objectives of this 

system are: 

a. To assemble a knowledge-based system that is common to computer network 

troubleshooting. 

b. To present this knowledge in a diagnostic format such that it will enable network users 

who are non-professionals to solve their network problems and also assist network 

professionals in fixing network problems as fast as possible. 

 

REVIEW OF RELATED LITERATURE 

Ergado (2016) developed a self-learning expert system for computer troubleshooting (SLCTES). 

SLCTES was created to assist ICT technicians and computer users in effectively and efficiently 

resolving computer system problems. Domain experts' knowledge was acquired through 

interview questions, document analysis, and observation while technicians were troubleshooting 

problems in offices or laboratories. The acquired knowledge was represented by rule-based 

mechanisms and was modelled using a decision tree. SWI Prolog was used to implement the 

represented knowledge. The result of the performance evaluation indicated the expert system is 

very good and can support ICT technicians and computer users.  

Iromini, Nafiu, and Seluwa (2015) proposed an expert system for troubleshooting and maintaining 

HP LaserJet printers that is capable of handling any printer-related issue. According to the findings 

of the study, the system works flawlessly with all types of printers. The system can be used to train 

apprentices, technicians, and computer users to diagnose and troubleshoot printers with minimal 

expert assistance. Mustaffa et al. (2014) present a method for diagnosing computer hardware 

failures that reduces problems. To diagnose computer hardware failures, an expert intelligent 

system employing the rule-based technique is introduced. The user or computer technician does 

not need to inspect individual pieces of computer hardware. They simply enter parts of the 

computer hardware and the symptoms into the system, and the system will diagnose the 

computer hardware failure. The system will display the possible causes and make a 

recommendation for a solution. The proposed expert system's rules are written in the form of if-

then statements. 

Adesola, Ele, and Umoh (2014) created LAPTEX, a LaserJet printer troubleshooting expert system. 

It diagnoses the problem and advises the user on how to determine the root cause of the problem 

and repair it. The system was designed with a user-friendly interface in mind. When the user 

launches the application after completing all necessary installations, it takes them to the main 
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screen (user interface screen). Mandal, Chatterjee, and Neogi (2013) presented a novel expert 

system for diagnosing and resolving computer hardware problems and faults. The system is known 

as “Expert Computer Troubleshooter,” and it determines knowledge through the use of an 

inference engine and troubleshooting production rules. After implementing this concept, the user 

or troubleshooter of the software will undoubtedly receive enormous assistance in repairing a 

computer system, saving time and money. 

Rohil and Satvika (2011) proposed a new expert system called printer troubleshooter system (PTS) 

that can handle all printer-related issues. Experiments show that PTS works flawlessly with all types 

of printers, whether network or stand-alone. It is a web-based expert system, which has several 

advantages over traditional expert systems, including the ability to be used anywhere in the world, 

thereby assisting people not only at work but also at home. The most significant advantage of PTS 

is that it can be used to train new technicians and computer users to diagnose and troubleshoot 

printers without the assistance of an expert. 

 

ARCHITECTURE OF THE EXPERT SYSTEM FOR COMPUTER NETWORK TROUBLESHOOTING 

 

 
Figure 1: Architecture of the expert system for computer network troubleshooting 

 

The User interface 

The user interface serves as a conduit for communication between the user and the expert system 

problem-solving process (Hasoon & Jasim, 2013). This system's user interface will be able to accept 

user instructions. Users will be asked a series of questions, the answers to which will be displayed 

on the screen in response to the user's request. 

 

The Knowledge Base 

The knowledge base is a repository of facts and rules. The knowledge base is built using data 

provided by human experts (Nwigbo & Madhu, 2016). Expert systems' knowledge bases contain 

both factual and heuristic knowledge. Factual knowledge is task domain knowledge that is widely 
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shared, typically found in textbooks or journals, and widely agreed upon by those knowledgeable 

in the specific field (Adesola, Ele & Umoh, 2014). In this study, experts in computer network 

installations and repairs, computer network books, documented network troubleshooting, and so 

on were used to acquire knowledge. 

 

The Inference Engine  

The Inference Engine, also known as Reasoning, refers to the Inference mechanisms that are used 

to manipulate the symbolic information and knowledge contained in the knowledge base in order 

to form a reasoning path toward the solution of a problem. The inference mechanism can range 

from simple backward or forward chaining of IF-THEN rules (modus ponens) to more complex 

case-based reasoning (Ogu & Adekunle, 2013). The inference engine functions similarly to a search 

engine, searching the knowledge base for information that matches the user's query. The 

inference engine searches the knowledge base using the query and then returns an answer or 

some advice to the user (Nwigbo & Madhu, 2016). In the proposed system, the authors adopted 

the goal-driven or backward chaining inference technique using the IF-THEN rules to break our goal 

repetitively into smaller sub-goals for easy proving. 

 

Different Types of Problem Modules in Computer Network Failure 

One of the most common computer problems is a computer's inability to connect to a LAN or the 

Internet. This is because each computer on a network, whether wired or wireless, has its 

configuration. As computers are used regularly, this problem occurs frequently. The expert system 

can detect those flaws and make recommendations for possible corrections (Mandal, Chatterjee 

& Neogi, 2013). Network problems are divided into different modules in the application design 

programme. Individual computer failure to connect in a LAN, entire LAN failure to connect, LAN 

failure to connect to Internet, and network printer failure are among the failure. 

 

 
Figure 2: Different problem modules of computer network failure 

 

Sample Data of Computer Network Problem for Knowledge-Based Creation 

 

Table 1: Sample data of computer network problem for knowledge-based creation 

Symptom Causes Solution 

 

Individual computer failure 

to connect in a wired LAN 

The individual computer 

network cable (UTP or patch 

cable) disconnected  

Check the network cable (UTP 

or patch cable) and ensure 

that it is firmly fixed. 
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The individual computer 

network cable is faulty 

Replace the network cable 

(UTP or patch cable). 

 

 

Individual computer failure 

to connect in a wireless 

LAN 

The individual computer may be 

far from the WAP range 

The individual computer 

wireless adapter card may be 

faulty 

Move the computer closer to 

the WAP or move another 

computer to the position of 

the faulty computer. 

Replace the network adapter 

card. 

 

Entire LAN failure in a 

wired LAN 

The network switch may be 

powered off 

The network switch may be 

faulty 

Check to ensure that the 

switch is powered on.  

Duplicate the network by 

using a small size switch to 

create a small network. 

Replace the switch.  

 

Entire LAN failure in a 

wireless LAN 

The network WAP may be 

powered off 

The network WAP may be faulty 

Check to ensure that the WAP 

is powered on.  

Reset the WAP.  

Replace the WAP. 

 

LAN failure to connect to 

Internet 

The network modem/router 

may be powered off 

The network modem/router 

may be faulty 

The problem could be from the 

ODU equipment 

The problem could be from the 

ISP. 

Check to ensure that the 

modem/router is powered on. 

Reset the modem/router 

Replace the modem/router. 

Check the ODU equipment to 

ensure that no loose cable 

connection. 

Contact your ISP. 

  

 

 

Network printer failure 

For a printer in a wired LAN, the 

printer patch cable may be 

faulty. For a printer in a wireless 

network, the printer may be far 

from the WAP range. 

For a printer in wired LAN, 

check the network cable and 

ensure that it is firmly fixed. 

Replace the network cable 

(UTP or patch cable). 

For a printer in wireless LAN, 

move the printer closer to the 

WAP. 

 

METHODOLOGY 

Figure 4 depicts the methodology used in the development of this system. The methodology 

adopted the waterfall model of software development life cycle and the Unified Modelling 

Language 2.0 Specification (commonly known as UML 2). This system was built using the Microsoft 

Visual Basic 10 programming language platforms. The decision was made based on the language's 

features. Visual Basic 2010 is a significant upgrade and enhancement to the popular Visual Basic 
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programming language and compiler, which has millions of programmers worldwide. It is not a 

standalone product, but rather an essential component of Microsoft Visual Studio 2010, a 

comprehensive development system that enables you to create powerful applications for 

Windows, the Web, handheld devices, and a variety of other environments (Halvorson, 2010). 

Visual Basic 2010 includes numerous time-saving features that enable developers to accomplish 

more with fewer lines of code. Statement lambdas, implicit line continuation, auto-implemented 

properties, dynamic language runtime, and multitargeting are among the new features (Patel, 

Patel & 2010). 

 
Figure 3: Waterfall model of the expert system for network troubleshooting 

 

Algorithm of the Expert System for Computer Network Troubleshooting 

Below is the algorithm used by the inference engine for the expert system for computer 

troubleshooting. 
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Step 1: Get the facts and store it in the working memory 

Step 2: Examine the condition part of the rule of the rule-base (at left-hand side). 

Step 3: If conditions matched, execute the right-hand side (fire the rule). ELSE Repeat, if more facts 

are present. 

Step 4: Load the next facts and update the working memory with it. 

Step 5: Return to step 2 

Step 6: Use conflict resolution strategy to select more appropriate rule, and fire the rule if all 

conditions match. 

Step 7: Continue until all facts are treated. 

 

 

 

Decision Tree for Knowledge Base Creation 

 
Figure 4: Decision three for knowledge base creation 

 

Sample Rules in the Rule-base 

IF Individual computer failed to connect to LAN 

AND Individual computer in a wired LAN 
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AND Restart (Reboot) the computer. Is the problem solved? No 

AND Check the network setting on the computer. Is the problem solved? No 

AND Check the computer network adapter device driver software. Is the 

problem solved? Yes 

THEN  Good job. 

 

IMPLEMENTATION 

This system was built on the Microsoft Visual Basic programming language platform. The decision 

was made based on the language's features. It has always been a fantastic production tool for 

developing applications. It continues to provide easy access to the Microsoft.Net Framework, 

allowing developers to create applications for desktop, phone, browsers, and even the cloud 

(Halvorson, 2010). A user-friendly interface was designed for the system. When the user has 

launched the application after finishing all required installations. When the application is started, 

it displays the welcome page and prompts the user to the system's login page. Then, the user will 

enter their user’s name and user password. If it is a new user, the user will need to create an 

account by entering a user name and password. When the user logs in, it will prompt them to the 

program's main menu, where they can select to start troubleshooting, about the software, or exit. 

When the user clicks "Start troubleshooting", it will take the user to troubleshoot. 

 

 
Display 1: Welcome page of the expert system 
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Display 2: Login page  

 

 
Display 3: Menu page 

 

 
Display 4: Network troubleshooting categories page 
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Display 5: Individual computer failed to connect to LAN page 

 

 
Display 6: Individual computer failed to connect to wired LAN page 1 

 

 
Display 7: Individual computer failed to connect to wired LAN page 2 
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Display 7: Individual computer failed to connect to wired LAN page 3 

 

 
Display 8: Individual computer failed to connect to wired LAN page 4 

 

 
Display 7: Network problem solved “Good job” page 
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CONCLUSION 

This paper presents an expert system for troubleshooting computer network problems. It 

diagnoses the problem and instructs the user on how to identify and repair the underlying cause. 

The system was developed and tested. It can support computer network experts and provide time-

based assistance to computer network users who require immediate assistance when network 

experts are unavailable. 

 

RECOMMENDATIONS  

In the light of this development, the researchers would like to recommend as follow: 

a) Computer network users should use this software solution in order to solve some network 

problems without involving experts. 

b) Computer network technicians should equip themselves with the solution so as to ease 

and expedite troubleshooting. 

c) Students and teachers of computer networks should adopt the solution in order to test 

and improve the learning and teaching of network computer troubleshooting. 

d) Further research should be undertaken to cover beyond computer network 

troubleshooting, such as mobile network troubleshooting. 
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