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INTRODUCTION 
n recent times, digital media including images have become 

the principal means of conveying information due to their 

expressive potentials and the ease of distribution, 

acquisition, and storage [1]. The efficacy of digital images in 

conveying information has made them more preferable than 

text information as a means of communication. Consequently, 

it is becoming common more than ever to see an image 

representing a prime source of evidence in legal proceedings, 

crime investigations, and, a source of information by mass 

media and publishing agencies. However, the nature of the 

digital image has raised a lot of questions in most of these 

positive aspects where they are utilized. Digital images can be 

easily altered to convey false or misleading information. The 

advent of sophisticated computers and user-friendly image 

editing software allows anyone with rudimentary image 

editing skills to alter them easily without leaving behind any 

human perceptible traces [2]. Thus, image modifications for 

harmful reasons have become commonplace in our society, 

resulting in a lot of ethical and moral consequences, such as     

the spread of fake news, erroneous verdicts, and reputational 

damage among others [3]. Therefore, it is necessary to develop 

strategies and methods to allow the verification of the  
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authenticity of digital images before using them to make crucial decisions.  
To determine the authenticity and processing history of digital images, numerous image 

manipulation detection methods have been developed recently. The existing methods 

work based on the idea that each image manipulation operation creates unique traces 

that change the underlying statistics of an original image uniquely. As a result, to detect 

image tampering, researchers devised algorithms that recover these traces and utilize 

them to identify if and how an image is tampered with. Although these methods have 

been successful in detecting several types of image manipulations, such as median 

filtering [4], contrast enhancement [5], JPEG compression [6], copy-move [7], and image 

splicing [8], they cannot identify more than one type of image tampering. The 

disadvantages of these techniques are that they require multiple tests to determine if an 

image is altered or genuine [3]. Thus, methods capable of identifying multiple image 

manipulation operations are required.  

such as the spread of fake news, wrong verdicts, and damage of reputation among 

others. For these reasons, it is important to have tools that can help us determine the 

authenticity of digital media. The earliest methods for detecting image tampering 

focused on detecting specific image tampering, they could not be used for detecting 

multiple image tampering. However, practical image tampering often involves 

multiple tampering operations. To address this problem, recent studies in image 

tampering detection have focused on designing general purpose or universal 

approaches capable of detecting more than one image tampering type. This paper 

presents a comprehensive literature review of the recent development in general-

purpose or universal image tampering detection techniques. The paper discusses and 

summaries recent general-purpose image tampering detection approaches, along 

with a detailed discussion on the datasets and evaluation metrics used. Comparative 

analysis of the performance of the reviewed methods, some discussion on the 

challenges faced by the current methods, and scopes for future directions are also 

presented in this review. The main goal of this paper is to help fellow and prospective 

researchers in digital image forensic by collecting the current trends, challenges, and 

some future direction in the development of general-purpose image tampering 

detection methods. 
 
Keywords: image tampering; general purpose; tampering detection; image forensics; 

review 
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To address these limitations, recent studies in image tampering detection have 

concentrated on building general-purpose techniques capable of detecting multiple types 

of image manipulation. Several general-purpose image tampering detection techniques 

[9-11] based on handcrafted features such as Spatial Rich Model (SRM) [12], Local Binary 

Pattern (LBP) [13], etc. have been proposed, with outstanding results. Moreover, with the 

success of deep learning methods, particularly CNN, in many visual identification tasks, 

current image forensics researchers [14-16] also seek to use the strength of deep learning 

methods to solve the problem of digital image tampering detection. The deep learning 

approaches can extract and learn image manipulation fingerprints from images 

automatically. Thus, their performances are significantly superior to that of earlier 

approaches.  

This paper presents a comprehensive literature review of the recent developments in 

general-purpose or universal image tampering detection techniques. The paper discusses 

and summaries recent general-purpose image tampering detection methodologies, along 

with a detailed discussion on the commonly used datasets and evaluation metrics. Finally, 

a comparison of the performance of the reviewed methods, some discussion on the 

challenges faced by the current methods, and scopes for future directions are also 

discussed. Several related reviews [17-21] have been proposed in the literature, however, 

to the best of our knowledge, this is the first review focusing entirely on recent general-

purpose image tampering detection methods. Our goal is to help fellow and prospective 

researchers in digital image forensic by compiling the current trends, challenges, and 

some future direction in the development of general-purpose image tampering detection 

methods. 

 

Digital Image Tampering Techniques  

In the context of digital image forensics, image tampering refers to any manipulation or 

alteration in an image to change its semantic meaning for illegal or malicious purposes 

[1,22]. Although digital images can be manipulated by photo editing tools to correct some 

flaws in the image or to make it look more perfect, however, if such actions are aimed at 

removing or creating objects that never existed for malicious purposes, such modification 

is considered as image tampering. The advent of high-performance photo editing 

software such as Photoshop and GIMP has made digital image tampering relatively easier, 

anyone with basic photo editing skills can tamper with the original information of an 

image. As a consequence, digital image tampering has now become ubiquitous in our 

daily lives leading to serious moral, ethical and legal issues [9]. Digital image tampering 

can be broadly categorized into content changing tampering (e.g. copy move and 

splicing) and content preserving tampering (e.g. Median Filtering and resampling) [23]. 
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However, practical tampering often involves both tampering types. The content 

preserving tampering such as median filtering is used for smoothening the boundaries of 

the tampered regions in content changing tampering such as copy-move to make the 

traces of image tampering less visually detectable [22]. In this section, we first present 

the different types of content changing tampering followed by some content preserving 

tampering operations often used for hiding image tampering artifacts reported in the 

literature. Figure x. illustrates the different types of image tampering techniques.  

  

 
FIGURE 1. CLASSIFICATION OF IMAGE TAMPERING TECHNIQUES 

 

Copy Move: One of the straightforward methods of altering the semantic meaning of a 

digital image is by removing an unwanted scene or object from the given image or 

creating a scene or object that never existed. In such circumstances, the forger needs to 

replace the region of the object removed or introduce a new object or scene in the image. 

A typical solution here is to copy a portion of the same image and paste it on the region 

where an object was removed or where a new object needs to be created [1]. When an 

image is tampered with by copying and pasting portions from the same image to either 

delete an object or create an object that never existed, such type of image tampering is 

known as copy-move [23]. Copy move, also known as cloning, is the most common and 

most studied image tampering. When carried out perfectly, it is usually difficult to detect 

copy-move visually as it does not leave behind any visual perceptible artifacts. To create 

a convincing copy-move tampering, the forger often performs some post-processing 

operations (content preserving tampering) such as filtering and geometric 

transformation (resize, rotate or translate) on the copied region to make it match 
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perfectly with its new surroundings. These operations hide the traces of copy-move 

making it difficult to be detected [24].  

Splicing: Splicing, also known as cut and paste, is performed by copying a portion from a 

source image and pasting it into a target image to form a composite image. Unlike copy-

move which usually involves a single image, splicing involves two or more images [1]. 

Splicing operations are very likely to introduce some inconsistencies between the 

characteristics of the pasted region and the rest of the image. Detecting splicing is usually 

performed by studying these inconsistencies. However, splicing detection is often more 

challenging than copy-move as the inconsistencies introduced are visually less perceptible 

than traces introduced by copy-move [25].  

In-painting: In-painting is the action of drawing or filling some missing content on the 

image to fill the holes or gaps left by the object removal operation. This is achieved by 

exploiting the information in the region surrounding the holes. The hole is gradually filled 

from the periphery to the center resulting in a perceived continuity in the whole image 

[redi]. In-painting alters the original image and the tampered region. The tampered region 

usually have distinct noise, lighting, and compression rate when compared to the rest of 

the same image [26].  

Resampling: Resampling is one of the most common image post-processing operations 

performed by applying geometric transforms such as rotation and scaling to an image. 

Resampling can hide the traces of the previous tampering such as copy-move or splicing 

[27]. The resampling process, however, produces fingerprints in the image histogram, and 

thus provides a useful clue for image tampering detection. Resampling in itself is not a 

type of image tampering, however, most forgers use it as a means of creating a 

convincing image tampering. For example, when performing image splicing, rotation, 

scaling or translation may be used to ensure that the spliced region matched perfectly on 

the new image [28].   

Median Filtering: Median filtering is a widely used de-noising and smoothing post-

processing operation which is often used to erase image tampering traces and statistical 

traces of blocking artifacts introduced by JPEG compression [29]. The application of 

median filtering may interfere with or diminish subtle traces of the previous manipulation 

and this may decrease the reliability of forensics methods [30]. Therefore, the detection 

of median filtering is a crucial step in revealing the processing history of an image under 

investigation.  

Contrast Enhancement: Contrast enhancement is also a post-processing operation used 

to alter the illumination effect of an image to increase its quality. Contrast enhance is 

performed through histogram equalization, which involves remapping the intensity 

values in the input image so that the output image has a uniform distribution of intensities 
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[31]. Contrast enhancement can also be used by forgers to change the semantic meaning 

of an image or to conceal the traces of image manipulation. Thus, contrast enhancement 

detection plays a vital role in the forensics analysis of digital images.  

 

Image Tampering Detection Techniques 

Image tampering detection methods have become a requirement of the present time as 

image tampering is increasing every day. Image tampering is the action of adding or 

removing important features from an image to change its semantic meaning for illegal or 

malicious purposes [32]. Digital image tampering detection mechanisms aim to detect 

such modifications or tampering. Image tampering detection approaches can be broadly 

grouped into two different categories, active methods and passive methods [33-34]. 

Figure 2 shows a hierarchical organizational structure for image tampering detection 

methods, stressing the difference between active and passive approaches.  

Active Methods: In the active approaches also known as data hiding approaches, a digital 

image is authenticated by inserting some relevant information such as watermarks or 

digital signature in the image at the time of capture [33]. The active approaches are very 

effective since any attempt to tamper with the image will inevitably destroy the inserted 

watermarks or digital signature. However, since inserting watermarks or digital 

signatures requires a specialized imaging device, these approaches have gained little 

application/utilization. Therefore, the passive approaches also known as blind 

approaches are now regarded as the most preferred approaches for image tampering 

detection tasks.   

 

 
Figure 2. classification of image tampering detection techniques 

 

Passive Methods: The passive approaches work in the absence of watermarks or digital 

signatures i.e. does not rely on previous information to determine if and how an image is 

tampered, but operate on the assumption that image tampering operations leave behind 

some traces and inevitably destroy some inherent properties of an image which can be 
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extracted and analyzed to determine the origin of a digital image and the integrity of its 

content [34]. The passive image tampering methods can be further classified into two 

classes, namely, tampering specific and general-purpose methods [35]. The tampering 

specific or dependent methods are designed to detect a specific type of image tampering. 

Most of these methods are tailored toward the detection of the two major content 

changing image tampering i.e. copy move and splicing [36]. On the other hand, the 

general-purpose or universal image tampering detection methods are designed to detect 

multiple types of image tampering by looking for general inconsistencies in images that 

appear due to tampering operations [37]. To create convincing tampering, often some 

post-processing and geometric transformation operations such as median filtering, JPEG 

compression, and resampling are applied to copy moved regions or spliced regions to 

smooth the boundaries of the tampered regions. A more general technique that could 

detect multiple types of image tampering can be built by analyzing the effect of post-

processing and geometric transformation operations performed independent of the kind 

of tampering [22]. The general-purpose approaches provide universal strategies to 

perform image forensics irrespective of the type of tampering. 

The remainder of this paper is organized as follows. Section 2 presents the commonly 

used datasets by the reviewed methods. Section 3 discusses and summarizes the recent 

methods in general-purpose image tampering detection. The evaluation metrics along 

with the comparison of the review methods are presented in section 4. Finally, the 

challenges along with future scopes and conclusions are added in sections 5 and 6, 

respectively. 

 

General Purpose Image Tampering Detection Datasets  

Unlike the specific image tampering detection approaches, there are no benchmark 

datasets for evaluating the general-purpose image tampering detection approaches. 

Therefore, the researchers need to prepare a dataset of both the original and tampered 

images from authentic and uncompressed image datasets for training and evaluating 

their models. In this way, researchers can recreate different image tampering operations 

and conduct experiments on an adequate and customized dataset. Several authentic 

image datasets have been used as the primary data source for the training and evaluation 

of general-purpose image tampering detection approaches. Some of these datasets were 

originally intended to benchmark camera model identification and image steganalysis 

techniques, while others to evaluate and benchmark content-based image retrieval and 

object detection models. In this section, we present a review of the major sources of 

datasets used for synthesizing the datasets used for training and evaluating the general-

purpose image tampering approaches from the literature 
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One of the first and widely used datasets for the purpose of general-purpose image 

forensic is the Uncompressed Image Database (UCID) [38]. The UCID dataset was 

released in 2003 to serve as a benchmark dataset for evaluating image retrieval, image 

compression, and color quantization techniques. The dataset consists of over 1300 

uncompressed images of size 384 × 512 or 512 × 384 in TIFF format together with a ground 

truth of a series of query images with corresponding models that an ideal Content-Based 

Image Retrieval (CBIR) algorithm would retrieve. All the images in UCID were captured 

using a single camera and comprises images on a variety of topics including natural scenes 

and man-made objects, both indoors and outdoors. Owing to the uncompressed format, 

the UCID dataset has been employed in many specific and general-purpose image 

tampering detection systems as a source for synthesizing training and evaluation 

datasets. 

Another dataset with a wide application in the development of general–purpose image 

forensic approach is the BOSSBASE [39] dataset. Released in 2010 originally for research 

in image steganalysis field, the BOSSbase database today forms a major source of 

datasets used in synthesizing the training and evaluation datasets for both specific and 

general-purpose image tampering detection techniques. The dataset consists of a 

training set and testing set along with the HUGO algorithm that can be used to create the 

steganography images. The training dataset consists of 10,000 grayscale cover images 

with a dimension of 512 × 512. The testing set consists of 1000 grayscale images with a  

dimension of 512 × 512. The raw images were captured using 7 different cameras and 

stored in PGM format.  

Another dataset that has gained wide applications in the synthesis of the training and 

evaluation datasets of general-purpose image tampering detection models is the Dresden 

image dataset. The Dresden image dataset was released in 2010 by [40] specifically to 

develop and benchmark camera-based digital forensic approaches. The dataset contains 

more than 14,000 authentic images of various resolutions captured with 73 different 

cameras drawn from 25 different models to ensure that device-specific and model-specific 

characteristics can be disentangled and studied separately.  

The Raw Image Database (RAISE) [41] dataset is a wide collection of authentic and diverse 

image datasets intended to serve as a common benchmark for comparing, testing, and 

evaluating present and future generation forensic algorithms. The dataset contains 8156 

uncompressed high-resolution images of various sizes, depicting different scenarios and 

subjects. The dataset is properly annotated and is publicly available together with 

accompanying metadata. It comprises 4 subsets called RAISE-1K, RAISE-2K, RAISE-3K, and 

RAISE-4K. RAISE dataset has been used by several authors to create different image 
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tampering for the training and evaluation of general-purpose image tampering models, 

thus, it’s also a powerful resource for general image tampering researchers.  

The IEEE Information Forensics and Security Technical Committee (IFS-TC) image forensic 
datasets were released in 2013 during an image forensic challenge [42]. The datasets 
consist of both original and tampered images involving two tampering techniques, 
namely, image splicing and copy-move. Each tampered image was accompanied by a 
ground-truth binary map that depicted the tampered region in the image. The dataset 
consists of 500 tampered images and 1,000 authentic (original) images, all of which are of 
the same size and in PNG format. While this dataset was specifically designed for 
evaluating and benchmarking copy-move and image splicing detection models, it has also 
been used by several authors as a primary data source for training and evaluating general-
purpose image tampering detection approaches.  
The Microsoft Common Object in Context (MS COCO) dataset [43] originally intended for 
advancing the state of the art in object recognition has also been used to create different 
image forgeries for the training and evaluation of general image tampering detection 
approaches. The dataset comprises over 300k images of complex everyday scenes 
containing common objects in their natural context in JPEG format and it comes along 
with the class annotation and segmentation annotation. 
Other datasets that are used for synthesizing the training and evaluation datasets of 
general-purpose image tampering include NRCS [44], SZUBase [45-46], Kaggle Camera 
Model Identification (KCMI) dataset [60], and images from different cameras. The NRCS 
database contains 2,728 JPEG compressed images. The database was created by the 
United States Department of Agriculture and includes high-resolution photographs from 
a wide range of agricultural categories. SZUBase is a dataset collected in [46] with 40000 
grayscale images of size 512 × 512. The KCMI dataset was released by Kaggle in 
collaboration with IEEE in 2018 during a camera model identification challenge organized 
by the duo. The dataset was captured using 10 different camera models with 275 images 
from each device. 
Table 1 provides a summary of the datasets used in the training and evaluation of general-
purpose image tampering techniques. In particular, the table presents the dataset names, 
released year, image size, format, original purpose of the datasets and the number of 
samples in each of the datasets. 

 
Table 1. Summary of the datasets used in the literature of general-purpose image 
tampering detection. The “L”, “C”, and “U” in the format column correspond to Lossy 
compression, Lossless compression, and Uncompressed, respectively. 

S/N Dataset Name Release 

Year 

Image 

size 

Format Purpose Number of 

samples 

1 Dresden [40] 2010 Various L-JPEG, U-

NEF 

 

Digital image forensic 25137 

2 BOSSbase 

[39] 

2010 512x512 U-PGM Image Steganography 10,000 
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3 UCID [38] 2004 Various U-TIFF image retrieval, compression 

and color quantization 

1338 

4 RAISE [41] 2015 Various C-TIFF, U-

NEF 

Image Forensic 8156 

5 IEEE-IFS-TC 

[42] 

2013 Various C-PNG Image Forensic 1050/1150 

6 SZUbase [45]  512x512 -  Image Steganography - 

7 NRCS [44] 2004 1500x2100 U-TIFF, L-

JPEG 

 

 11,036 

8 Kaggle Camera 

[60] 

2018 Various L-JPEG, C-

TIFF 

Camera Model Identification 2750 

9 MS COCO [43] 2014 Various L-JPEG Object detection and 

segmentation 

328k 

 

General Purpose Image Tampering Detection Methods  

General-purpose image tampering approaches are employed to detect multiple or a 

group of image tampering operations. These techniques are generally based on, 

detecting the traces left behind during the post-processing or geometric transformations 

operations and the general disturbance in images that may appear due to image 

tampering operations [22]. The methods used for detecting general-purpose image 

tampering can be categorized into two classes, namely, handcrafted features and deep 

learning-based methods, which are discussed in this section. Fig 3. Shows the general 

architecture of image tampering detection systems based on handcrafted (top) and deep 

learning (bottom) methods. The forward and backward arrows in the bottom flowchart 

indicate forward and backward propagation directions. We use “Conv.” and “FC” to 

represent Convolution and Fully Connected layers, respectively. 

                        

 
 FIGURE 3. ARCHITECTURES OF IMAGE TAMPERING DETECTION SYSTEMS 
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Handcrafted Feature-Based Methods 

Handcrafted methods or the traditional methods extract intrinsic statistical properties 

artificially from input images and most often employ machine learning algorithms for 

classification. The handcrafted methods mainly build image tampering detection 

methods in two steps: feature extraction and classification [37]. In the feature extraction 

step, a set of handcrafted features is extracted from each image to capture the impact of 

image tampering operations. In the classification step, classifiers such as SVM or 

ensemble classifiers are learned based on the extracted features. The design of good 

discriminative features is the key step in this approach and largely impacts the detection 

performance. Thus, several studies have proposed the use of different discriminative 

features, which are discussed in this subsection. 

The first general-purpose image forensics method utilizing this technique was proposed 

by Qiu et al. [9] where they suggested the use of steganalytic features such as LBP (Local 

Binary Pattern) and SRM (spatial rich model) in the design of a general-purpose image 

tampering system. The proposed method modeled image tampering detection problems 

as steganography and evaluate LBP and SRM steganalytic features on the detection of 

five types of image manipulation operations, including Gaussian blurring, gamma 

correction, lossy JPEG compression, median filtering, and re-sampling. The method 

achieves high detection accuracies in detecting individual and multiple tampering 

operations.  

The work of Fan et al. [47] introduced a general purposed image manipulation detection 

approach where image manipulation fingerprints are learned from Gaussian mixture 

model (GMM) parameters of small image patches processed by different image 

manipulation operations. The proposed method can detect a tampered image by 

comparing the average patch log-likelihood values calculated on overlapping image 

patches under different GMMs of original and tampered images. Six tampering 

operations, median filtering, Gaussian filtering, WGN (White Gaussian Noise), UnSharp 

Masking (USM), JPEG Compression, and resampling are considered in the study. The 

proposed model shows excellent performance in detecting both individual and multiple 

image tampering on small and large images.  

Li et al. [10] also proposed a universal image tampering approach using residual-based 

features and powerful steganalytic features called the Spatial Rich Model (SRM). The 

technique is based on SRM features, extracted from image residual, obtained from the 

original input image using high pass filtering technique. Using this approach, they were 

able to obtain universal feature sets which they used in building the proposed model. The 

technique was able to detect multiple image tampering operations and some anti-

forensics operations effectively and universally. 
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 In [11], Farooq et al. investigated and demonstrated the performance of SRM and LBP in 

detecting multiple image tampering. They embedded LBP in SRM sub-models to capture 

detailed statistics of the quantized version of image noise residuals. The extracted 

features were used for classification using an ensemble classifier. Synthesized datasets 

from the first IEEE IFS-TC image forensics challenge [42] were used for the experiment. 

The experimental results demonstrate that using LBP in conjunction with the SRM feature 

makes the model capable enough to detect almost all types of forgeries with an accuracy 

of 98.4%.  

Peng et al. [48] designed a universal feature set for multi-purpose image forensics capable 

of detecting different kinds of image manipulation operations concurrently using 

residual-based features. To remove the effect of image content on the robustness of the 

proposed features, they introduced a residual group with several high pass filtered 

residuals from which a partial correlation coefficient is exploited. The partial correlation 

coefficient is then combined with the autoregressive coefficient and transition probability 

to form the proposed composite feature sets which are used to measure how 

manipulations affect the pixel neighborhood correlations in a linear and non-linear 

fashion. The composite feature set is then fed to a multi-classifier which performs the final 

classification. The proposed method achieved excellent performance in identifying 

several image manipulations.  

The summary of the handcrafted methods, their targeted image tampering, features 

used, classifiers and performances are listed in Table 2. 

 

Table 2. Comparative analysis of general-purpose image tampering methods using 

handcrafted techniques 

S/N Methods Targeted Tampering Feature Classifier Dataset Performance 

1 [9] Gaussian blurring, 

gamma correction, lossy 

JPEG compression, median 

filtering, and re-sampling. 

LBP and SRM Ensemble 

Classifier 

IEEE IFS-TC 

Image forensic 

database 

 

Acc= 96.89% 

(SRM), Acc= 

92.24% (LBP) 

2 [47] median filtering, Gaussian 

filtering, WGN (White 

Gaussian Noise), 

UnSharp Masking 

(USM), JPEG Compression 

and resampling 

Patch 

likelihood of 

different 

Gaussian 

Mixture Model 

(GMM) of 

original and 

tampered 

images 

Decision 

threshold 

Images from 4  

different 

cameras 

 

Acc =>  

92.67% 
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3 [10] Gamma correction, 

Histogram equalization, 

Unsharp masking sharpening, 

Mean filtering, Gaussian 

filtering, Median filtering, 

Wiener filtering, up-sampling, 

down-sampling, and JPEG 

compression 

Residual based 

features + 

SRM 

Ensemble 

classifier 

Bossbase Acc = 98.41% 

4 [11] Gaussian Blurring, Gamma 

Correction, JPEG 

Compression, Median 

Filtering, Up sampling, Down 

sampling, Contrast 

Enhancement, Cropping, 

Copying, and Image Splicing 

LBP with SRM Ensemble 

classifier 

IEEE IFS-TC 

image forensics 

datasets 

Acc = 98.40% 

5 [48] Gaussian blurring, median 

filtering, re-sampling, and 

JPEG compression 

Residual based 

features 

Multi-

classifier 

BOSSbase and 

RAISE databe 

 

Acc = 95.20% 

 

Although the handcrafted methods have yielded promising results, the extraction of 

handcrafted features suffers from high computational costs and their performance can 

be severely affected by post-processing operations such as JPEG compression and 

resampling. Moreover, since the feature extraction and classification steps are 

disconnected, they can not be optimized simultaneously. This implies that the guidance 

from the classification step will not be used to extract useful features in the feature 

extraction phase. Thus, it is desirable to develop a multi-purpose image tampering 

approach that can learn effective and robust features adaptively with joint feature 

extraction and classification steps. 

 

Deep Learning-Based Methods 

In recent times, deep learning has attracted increasing attention due to its satisfactory 

results in several image processing and computer vision applications [49]. Inspired by 

these successes, the forensics community has recently focused on applying deep 

learning-based methods for general-purpose image tampering detection. Unlike the 

handcrafted feature-based methods, the deep learning methods directly learn effective 

features automatically from the input images through convolution, pooling, and 

activation operations, and the feature extraction and classification steps can be 

optimized simultaneously.  
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In a quest for better general-purpose image tampering detection methods, several 

methods utilizing the deep learning method have been proposed recently. For example, 

the work of Bayar and Stamm, [3] presented a universal image manipulation detection 

technique that utilizes a deep learning approach. The proposed method is based on a new 

convolution layer called “constrained convolution layer”, capable of suppressing image 

content to learn image manipulation operation directly from data. Their method could 

effectively detect specific and multiple image manipulation operations in both 

uncompressed and compressed images format, and it showed superiority over SRM 

based general-purpose image manipulation approaches.  

Tant et al. [50] illustrated a CNN and nearest-neighbor interpolation-based multipurpose 

image manipulation method. The nearest neighbor interpolation is employed in the 

preprocessing layer to magnify the input images to enlarge the differences between 

image manipulation operations. In the network design, the authors used multi-scale 

convolutional layers in the first few layers to learn hierarchical representations for 

different image tampering operations. However, since the multi-scale Conv layers are 

generally a highly non-linear function of the input, the mlpconv layers are employed to 

improve the network’s nonlinear modeling capability. Moreover, they employed shortcut 

connections between the mlpconv layers to increase the depth of their network and at 

the same time preventing information loss. The proposed model is used for the detection 

of Median filtering, Mean Filtering, Gaussian Filtering, Contrast Enhancement, 

resampling, and JPEG compression in small image blocks. The method achieves high 

accuracies of 93.77% and 95.91% in 32x32 and 64x64 image blocks, respectively. 

In [51], Boroumond and Fridrich introduced a method for detecting the processing history 

of an image that could correctly detect multiple processing operations. It is based on CNN 

with an IP layer accepting statistical moments of feature maps. The proposed CNN model 

was trained in three phases. The first phase involved training a “moment extractor” 

module on small images (512×512) which was then used in Phase II to extract moments 

from all (arbitrarily sized) training images. In the last phase, the IP layers were trained to 

map the extracted moments to tampering operation classes. Four types of processing 

operations were considered: low-pass filtering (blurring), high-pass filtering (sharpening), 

de-noising (content-adaptive low-pass filtering), and tonal adjustments, such as 

histogram equalization, gamma correction, and contrast enhancement. The proposed 

model could correctly classify images of different sizes and shows robustness against 

JPEG compression.  

In [52], the authors proposed a universal image forensics method based on a deep 

Siamese Convolutional neural network. The proposed method takes as input a pair of 

image patches and decides whether they are identically or differently processed. Five 
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image tampering operations, Gaussian Blurring, Median Filtering, Resampling, Noise 

Addition, and Gamma Corrections were considered and the experimental results 

demonstrate that the proposed method could detect both known and unknown image 

tampering operations with high detection accuracies. 

Chen et al. [53] presented a method that can simultaneously detect 11 different types of 

image manipulations based on densely connected convolutional neural networks. The 

approach replaced the standard convolution layers in CNN with a dense connectivity 

pattern of denseNet [54] to strengthen the transmission of features related to image 

manipulation detection. The approach achieves high accuracies on different datasets and 

shows robustness against JPEG compression.  

In [55], the authors described a multiple image tampering technique based on CNN and 

frequency domain features of image residuals. The authors designed a two-layer CNN that 

extracts frequency-domain features of image residuals derived from the input images. 

The extracted features are used to classify seven different types of image manipulations 

using softmax and extremely randomized tree classifiers.  

Camacho and Wang [56] proposed a general-purpose image manipulation approach that 

introduced a new initialization technique in the first layer of CNN to address the 

challenging nature of general-purpose image manipulation detection. The authors 

presented a method for creating random high-pass filters that could operate without 

constraints, based on the groundbreaking work of the famous Xavier initialization [57]. 

The method obtained high detection accuracies for image tampering such as median 

filtering, Additive White Gaussian Noise (AWGN), and resampling in both binary as well as 

multiclass classifications. 

In a related work to their previous work, the authors of [56] recently proposed a data-

dependent scaling strategy for first-layer filters initialized by various algorithms [58]. The 

proposed method took into account natural image statistics and was able to ensure that 

the amplitude (i.e., variance) of data flow in a CNN remained stable, which was useful for 

general-purpose image manipulation detection. A comparative study on the output 

variance of the different initialization algorithms before and after applying the proposed 

data-dependent scaling approach shows that the proposed method worked well with the 

different initialization approaches and different CNN architectures when tested on the 

task of detecting both individual and multiple image tampering operations.   

The authors in [14] proposed a multi-purpose image tampering approach based on 

reinforcement learning that could design a deep neural network automatically without 

manual intervention. The method consists of a learning agent which is trained to choose 

layers of CNN sequentially according to the Q. Learning algorithm [59] within a tailored 

state-action search space designed to learn suitable network, the e-greedy strategy, and 
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experience replay for searching an optimal network and speeding up the search process, 

respectively. The proposed model is evaluated on a dataset generated from SZUbase [45-

46] image database. The method obtains an average detection accuracy of 88.62% on the 

detection of the eleven image tampering operations.  

Aminu and Agwu [15] presented a general-purpose image tampering detection approach 

based on CNN and Local Optimal Oriented Pattern (LOOP). The LOOP is employed in the 

preprocessing layer to capture the different tampering traces that might be introduced 

by different tampering operations. The Proposed CNN is then fed the LOOP maps from 

the preprocessing layer, which extracts and learns the representations of different image 

tampering traces. The final classification is then performed by three classifiers, softmax, 

xgboost, and Extra Tree. Five tampering operations including, Contrast Enhancement, 

Median Filtering, Gaussian Blurring, Gamma Correction, and JPEG Compression were 

considered in the study. The method achieves high detections rates in both individual and 

multiclass image tampering detection. However, the performance of the proposed model 

degrades in JPEG compressed and small images.  

In [16], the authors designed a general-purpose image tampering detection approach 

based on deep learning. They proposed the use of residual dense blocks in building their 

model to exploit the local dense connections and global residual learning for better 

classification. The network input and high-level hierarchical features produced by 

proposed residual dense blocks are fused globally for better information propagation 

throughout the entire network. The architecture achieved overall detection accuracies of 

95.09% and 97.31 % for BOSSBase [39] and Dresden [40] datasets, respectively in multiple 

image tampering detection.  

Ali et al. proposed a deep learning method in [61] that could identify several instances of 

image manipulation based on double compression artefacts. The proposed model was 

trained utilizing the difference between the original and corresponding recompressed 

images. The technique recognized both image splicing and copy moves and had an overall 

validation accuracy of 92.23 %. 

The authors of [62] proposed a multi-scale residual deep CNN technique for general-

purpose image tampering detection. The proposed approach uses a multi-scale residual 

module for adaptably extracting image tampering artifacts from the input images and 

feature extraction blocks intended to extract high-level image tampering artifacts from 

the output of the multi-scale residual module. With overall accuracies of 97.07% and 

97.48% on the Bossbase and Dresden datasets, respectively, the proposed approach could 

detect six separate image tampering operations. 

In [63], the authors introduced a general-purpose technique for detecting image 

tampering and manipulation operation chains that was based on CNN and a recent local 
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feature descriptor called LOOP. The authors combine the discriminative powers of the 

local feature descriptor and the feature extraction capabilities of CNN in order to create 

a powerful general-purpose image tampering detection method. 

Table 3 provide a summary of the various general-purpose image tampering detection 

methods using deep the learning techniques. In particular, the table highlights the 

targeted image tampering, features, network type, and datasets used by each method 

alongside the performance of each method with respect to tampering detection 

accuracy. 

Although the deep learning approaches have improved on the performance of the 

handcrafted approaches, they often fail in the presence of anti-forensics methods and 

their performances degrades in the JPEG compressed and low-resolution images. Thus, 

the development of general-purpose image tampering approaches that will be robust 

against anti-forensics methods and JPEG compression remains an open challenge. 

 

Table 3. Comparative analysis of general-purpose image tampering methods using deep 

learning techniques 

S/N Methods Targeted 

image Tampering 

Feature Network Type Dataset Performance 

1 [3] Median filtering, 

Gaussian Blurring, 

resampling, JPEG 

Compression, and 

AWGN 

Prediction 

error 

filters 

CNN - ERT IEEE IFS-TC 

image forensics, 

34 new camera 

models, and 

Dresden 

database 

Acc = 99.97% 

2 [50] Median filtering, Mean 

Filtering, Gaussian 

Filtering, Contrast 

Enhancement, 

resampling, and JPEG 

compression 

Deep 

Features 

CNN- Nearest 

Neighbor  

interpolation 

Algorithm 

BOSSbase, UCID 

database, and 

NRCS 

Accuracies of 

93.77% and 

95.91% in 

32x32 and 

64x64 image 

blocks, 

respectively. 

3 [51] Low-pass filtering 

(blurring), high-pass 

filtering (sharpening), 

de-noising (content-

adaptive low-pass 

filtering), and tonal 

Deep 

features 

CNN BOSSbase Acc = 97.99% 
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adjustments, such as 

histogram 

equalization, gamma 

correction, and 

contrast 

enhancement. 

4 [52] Gaussian Blurring, 

Median Filtering, 

Resampling, Noise 

Addition, and Gamma 

Corrections 

Deep 

Features 

Deep Siamese - 

CNN 

Dresden Acc =99.64% 

5 [14] Median filtering, 

Wiener Filtering, 

Average Filtering, 

Gaussian Blurring, 

Unsharp masking, 

Gamma Correction, 

Histogram 

Equalization JPEG 

Compression, JPEG 

2000, scaling, 

rotation and 

Deep 

Features 

Auto-Generated 

CNN with 

Reinforcement  

Learning 

SZUbase, 

BOSSbase and 

UCID. 

Acc = 88.62% 

6 [15] Gamma Correction, 

Median Filtering, 

Gaussian Blurring, 

JPEG Compression,  

and Contrast 

Enhancement 

Local 

Features 

and Deep 

features 

CNN-ET, 

XGBOOST 

 

IEEE Image 

Forensics 

Database, 

BOSSbase and 

MS COCO 

database 

Acc = 99.81% 

7 [53] Median filtering, 

Wiener Filtering, 

Average Filtering, 

Gaussian Blurring, 

Unsharp masking, 

Gamma Correction, 

Histogram 

Equalization JPEG 

Compression, JPEG 

Deep 

features 

Dense - 

CNN 

 

 

Image from diff 

cameras, 

BOSSbase, and 

UCID 

Acc = 98.08% 
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2000, scaling, 

rotation and 

8 [55] Average filtering, 

Gaussian filtering 

Laplacian filtering, 

Median filtering 

Rescaling operation, 

Rotation operation, 

and Wiener filtering 

 

Frequency 

domain 

features of 

image 

residuals 

CNN - 

ERT 

IEEE IFS-TC 

image forensics 

and others 

 

Acc = 84.52% 

(32x32) , Acc = 

81.64% 

(64x64) 

9 [56] Median filtering, 

Gaussian blurring, 

Additive Gaussian 

noise, Resampling, 

and JPEG 

compression 

 

Deep 

Features 

Different CNN 

architectures 

Dresden Acc= 96.45 

(conv. Based 

Scaling) and 

Acc = 96.42 

(covariance 

based scaling) 

10 [58] Median filtering, 

Gaussian blurring, 

Additive Gaussian 

noise, Resampling, 

and JPEG 

compression 

Deep 

Features 

CNN Dresden Acc = 99.67 

11 [16] Median filtering, 

Gaussian Blurring, 

resampling, JPEG 

Compression and 

AWGN 

Deep 

Features 

Residual 

Dense-CNN 

Dresden and 

BOSSbase 

Acc = 95.09 

(BOSSbase), 

Acc = 97.31 

(Dressden) 

12 [61] Copy move and Image 

slicing 

Image 

difference 

CNN CASIA 2.0 Acc = 92.23 

13 [62] Additive White 

Guassian Noise 

(AWGN), Median 

Filtering, Gaussian 

Blurring,  Resampling, 

JPEG Compression, 

and Contrast 

Enhancement 

Prediction 

error 

filters 

Multiscale 

Residual Deep 

CNN 

Dresden and 

BOSSbase 

Acc=97.07 

(Bossbase), 

Acc = 97.48% 

(Dresden) 
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14 [63] Gamma Correction, 

Median Filtering, 

Gaussian Blurring, 

JPEG Compression,  

and Contrast 

Enhancement 

Deep 

Features 

CNN-ET and 

CNN- XGBOOST 

 

IEEE Image 

Forensics 

Database, 

BOSSbase and 

MS COCO 

database 

Acc = 99.15% 

 

Performance Evaluation Metrics   

Deciding on a particular performance metric may depend on many factors, including the 

forensic problem and the nature of datasets to be used. Since there are no benchmark 

datasets for training and evaluating the general-purpose approaches, researchers usually 

generate synthetic images from available datasets. These synthesized datasets consist of 

both the tampered and original images in an equal proportion. While these may not be 

the case in real-world scenarios, the majority of the general-purpose image tampering 

approaches are trained and evaluated with datasets consisting of an equal number of 

each class. Therefore, the accuracy and confusion metrics are the most preferred metrics 

in evaluating the general-purpose image tampering detection approaches. However, in 

an experimental setting with imbalanced data from different classes, the accuracy metric 

in general results in biased value and thus is not preferred. 

The image tampering detection model’s accuracy is defined as the percentage of correctly 

classified samples among all samples which can be formulated as in equation (1).  

  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
                                        (1) 

 

where TP, TN, FP, and FN stand respectively for true positive, true negative, false positive, 

and false negative numbers of classified samples.   

The confusion matrix shown in table 4 is a table used to describe the performance of a 

classification model on a set of test data for which the true values are given. True positive 

(TP) and true negative (TN) are the correct predictions made by the model while False 

positive (FP) and false-negative (FN) are the errors made by the model. All the four terms 

used in computing the accuracy above are drawn from the confusion matrix as can be 

seen in the mathematical formulations. The accuracy metrics is used for measuring the 

predictive performance of a model in individual image tampering while the confusion 

matrix measures the performance of models in multiple image tampering or a group of 

image tampering detection. Although other metrics such as recall, precision and AUC 

have been used in individual image tampering detections, they have gained little or no 

applications in the design of general purpose image tampering detection methods.  
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Table 4. confusion matrix  

 Predicted Positive 

Class 

Predicted Negative 

Class 

Actual Positive class True Positive (TP) False Negative (FN) 

Actual Negative 

class 

False Positive (FP) True Negative (TN) 

 

Performance Analysis   

This section provides a comparative analysis of the performance of both the handcrafted 

and deep learning-based approaches for general-purpose image tampering detection 

with respect to the detection accuracy. Figures 4 and 5 illustrate the accuracies achieved 

by various handcrafted and deep learning-based general-purpose image tampering 

techniques respectively. The maximum accuracy in the handcrafted approaches is 

achieved by [10], whereas the method of [3] achieved the highest accuracy in the deep 

learning-based approaches. The Deep learning techniques are found to be more robust 

than the handcrafted feature-based techniques with respect to detection accuracies as 

they are capable of automatically learning and extracting image tampering clues directly 

from input images without the need for complex pre-processing steps associated with 

the handcrafted approaches which may introduce noise that may interfere with the 

needed image tampering artifacts. Moreover, since the feature extraction and 

classification phase of the deep learning approaches are connected, insights from the 

classification phase can be used to guide feature extraction in the feature extraction 

phase. However, the deep learning approach requires a huge amount of data, more 

computational resources, and training time as compared to the handcrafted-based 

methods.  

 
Figure 4. General purpose image tampering detection accuracy comparison between 

different handcrafted methods 
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Figure 5. General purpose image tampering detection accuracy comparison between 

different deep learning methods 

 

Research Challenges and Future Scopes 

From the above review, it is clear that a lot still needs to be done in this field and various 

challenges need to be addressed. A major challenge of the existing general-purpose 

image tampering detection approaches is that they failed in the presence of anti-forensics 

methods. Thus, efforts can be directed at strengthening the robustness of the current 

general-purpose image tampering approaches and the development of methods capable 

of detecting both image tampering operations and anti-forensics methods. Furthermore, 

another future direction worth exploring is the extension of general-purpose image 

tampering detection to other media, specifically videos. Videos today are even more 

powerful information carriers than images in communication and are often used as 

evidence in trials. Therefore, the development of robust general-purpose video 

tampering detection approaches can represent an interesting area for new digital 

forensic researchers. Finally, dataset selection is also a significant factor in the evaluation 

of the general-purpose image tampering detection methods. Unlike the specific image 

tampering approaches, there are no prepared benchmark datasets for evaluating the 

general-purpose approaches. Image tampering operations such as median filtering, 

scaling, JPEG compression, contrast enhancement, and Gaussian blurring, etc. are 

performed during pre-processing phase using different data sources. This leads to the use 

of different datasets by different authors. In such a case, the experiments cannot be 

repeated efficiently and the obtained results cannot be generalized easily. Thus, the 

accuracy claimed by various studies cannot be compared as they have used different 

datasets, scaling, and compression schemes. Therefore, efforts can also be directed 
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toward the creation of a benchmark dataset that will contain all the known image 

tampering operations.  

 

Conclusions   

In this paper, we have elaborated on the methods, datasets, and evaluation metrics used 

in recent times for developing general-purpose image tampering detection solutions. 

Other existing reviews have focused on both tampering specific methods and other forms 

of image tampering. None of them covered a detailed review of general-purpose or 

universal image tampering detection methods. Hence, this paper discusses and 

summaries recent general-purpose image tampering detection approaches, along with a 

detailed discussion on the datasets and evaluation metrics used. Comparative analysis of 

the performance of the review methods, some discussion on the challenges, and the 

scopes for future directions are also presented in this review. From the review, it can be 

concluded that the deep learning approaches provide better solutions than the 

traditional methods and are the most widely used methods in recent times. 
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