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Abstract 

n the computing environment, data and 

information security is critical because it helps 

to prevent unauthorized users from accessing 

sensitive and personal data. Organizations should 

consider using such technology, especially when 

the information is critical to both the 

organization and its customers. Biometrics is one 

of these authentication technologies, which is 

employed in a wide range of application sectors 

such as banking and airlines. Unlike traditional 

approaches such as login and password, which do 

not truly bind access to a single person because 

they can be accessed in a variety of ways. 

Biometric techniques like the Hand geometry, 

Handwriting recognition, Voice recognition, Face 

recognition, Fingerprint and DNA are more 

reliable and highly capable of distinguishing 

between an authorized 

person and an impostor. 

The security system in 

place surrounding our 

health sector is currently 

quite porous, and patient 

medical records can be 

readily misplaced or 

accessed by 

unauthorized individuals, 

as well as critical 
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information being leaked or modified illegally. 

This is possible because of the manual method of 

documentation of these records which is a major 

problem. The main focus of this research is how 

fingerprint recognition can be explored in trying 

to solve this problem and 

automate our record 

system in the hospital.  

INTRODUCTION 

he advent of computer technology gave rise to lots of innovations in 

the world as technology improves, human beings too improve in 

their thinking and dealings so also, technology wise (Jagadeesan, 

2015). Human beings are always interested in doing things in the most 

simplest and stress-free way. Patients are always hesitant to carry their 

patient cards with them; some patients believe that the card will go missing, 

pull off, or become worn out with time. The hospital management keeps 

patient records in files and on paper, which is very tedious and time-

consuming for the nurse in charge of record keeping because it takes longer 

to fetch the file and the files wear out over time, and sometimes the records 

written in black and white wear out or clean off after a long time, which can 

be disastrous to the hospital management because such records become 

inaccessible due to their poor condition because they cannot pick 

information at a beck and call ( Dennis, 2018).. 

This work therefore proposes a biometric method of authentication that 

will help simplify the problem and help ease the stress of having had to carry 

about patient card. The system is a process that requires the patient to 

provide his or her details at the time of the first call to the hospital, as well 

as the patient's biometric details, so that each time the patient visits the 

hospital for treatment or medical attention, he or she is asked to complete 

the biometric process, after which the patient's details appear on the 

screen, confirming that he or she is a bona fide registered patient of the 

hospital, and the patient's medical history appears on the screen. It must be 

noted that all patients will be given identity number in case of unforeseen 

contingency. It follow that if this system is implemented correctly using the 

appropriate and necessary technology then the hospital routine and 

services will run smoothly without stress. 
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Unauthorized users would want to beat the biometric system placed in 

place to check them, thus the research has a good biometric authentication 

system in place to check intruders. 

The period of hospitals and medical centres using/keeping patients' medical 

records on paper is decreasing globally, particularly in industrialized 

countries, as most have gone digital, as demonstrated by the Medical Health 

Records (MHR) electronic health care system. Why are not more hospitals 

implementing electronic health records (Emiroglu, 2021).  This process is not 

near perfect in our modern day considering the level of technology around 

us where our society places so much emphasis on computers to increase 

productivity. We need to maintain that reputation by protecting 

information in the most effective way possible.  

 

STATEMENT OF PROBLEM 

It was established that medical records are being kept in an unpleasant 
manner in hospitals as patients’ details are most times incomplete and 
incomprehensible as the patient’s medical history cannot be gotten from 
the file as proper archiving is not done (Harpreet & Aashima, 2014). The 
hospital management keep records of patients in files and on papers which 
is very tedious and tasking for the nurse in charge of record keeping as it 
takes longer time to fetch the file and with time the files wears out and 
sometimes the records written in black and white wears or clean off after a 
long time (Laudon & Laudon 2010). 
This dissertation therefore proposes a system that will help simplify the 

process of record keeping in hospitals by designing a system that involves 

the use of biometrics fingerprint that unveils all information and medical 

history of a patient once the patient provides his/her fingerprint. The 

biometric system involves the combination of two algorithms to prevent 

system failure and for efficient result of the biometric process. It follows 

that if this system is implemented using the appropriate technology the 

process of record keeping and archiving will be a nice experience. 

 

AIM AND OBJECTIVES 

The aim of this work is to design a biometric based record keeping system 

for securing patient’s hospital record and the objectives are: 
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1) To develop a system that will display patients’ information and 

medical details on supply of their biometric fingerprint. 

2) To implement a secured biometric authentication system that will not 

fail on both enrolment and verification phases so as to reduce the 

time frame for fetching patients’ records and medical details. 

3) To design a system that will eradicate the stress of carrying hospital 

cards about and nurses stressing themselves trying to fetch junk files. 

 

SYSTEM MODEL (METHOD) 

The system work is pictured using the Unified Modelling Language (UML) 

for easy overview. 

 

Unified Modelling Language (UML) 

This is mainly used in the specification, visualization, modification, 

construction and documentation of artifacts of an object oriented software 

intensive system under development and always presented in diagrams.  

 

Class Diagram 

Class diagram is one of the most fundamental diagram types in UML. It is 

used to capture the static relationships of software; in other words, how 

things are put together (Dan and Neil, 2005). It shows the classes or 

classifiers in the system, their attributes, methods and the relationship 

between them. A class represents a group of things with common 

behaviour, it can be thought of as a blueprint for an object in an object-

oriented system.  

  

Activity Diagram 

It represents the activities and operational step by step workflows of 

components in a system. Activity modelling focuses on the execution and 

flow of the behaviour of the system rather than how it is assembled. When 

it is used for software modelling, activities typically represent a behaviour 

invoked as a result of a method call. 
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Figure 4: Use Case Diagram 
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IMPLEMENTATION (RESULT) 

Menu Design 

Menu gives the command list or the options from which user can choose. 

Users can choose an item from the menu by highlighting it and then 

pressing the Enter or Return key or by simply pointing to the item with a 

mouse and clicking the left mouse button. The system consists of different 

menus as discussed below: 

Receptionist Menu: This menu consist of sub-menus which are the New-

patient, the authenticate Patient and the patient’s history. The New patient 

sub-menu is used to register the first time patient, the authenticate Patient 

sub-menu is used to confirm the existence of a patient while the patient’s 

history is used to check the records of an existing patient at the hospital. 

Doctor Menu: This menu consist of three sub-menus which are the 

Authenticate patient, Patient history and Create Account. The authenticate 

patients confirms that the patient in question has been registered with the 

hospital; this is done by placing the patients fingerprint of the fingerprint 

scanner. The Patient History is used to check for the past medical records of 

the patient so as to be abreast of his/her medical condition after which 

subsequent treatment can be given to the patient. The Create Account sub-

menu is used to register newly recruited Doctors, Nurses and receptionist 

by the Head Doctor. 

Nurse Menu: This menu has two sub-menus- The Authenticate Patient and 

Patient history. 

The nurse authenticates patient with this menu before proceeding to 

treating such patient with the doctor’s prescription. The Patient History sub-

menu is used to check the previous treatments received by the patient. 

Logout Menu: The logout menu is used to exit the application. 

Interface Design: The proposed system has the following interface: 

1. Login interface     6.  Patient’s profile 

2. Main menu     7. Doctor’s entry form and report 

3. User’s bio-data registration/enrolment  8. Nurse entry form 

4. Patients bio-data registration/enrolment  9.Patient’s treatment history 

5. Patient authentication  
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Login Interface: This interface provides entry point into the system. For 

both the User (Doctor, Nurse, and Receptionist) and the patient it only 

requires their fingerprint as login parameter. The login interface is shown in 

figure 5 If it matches with the template stored in the database access is 

granted else denied.  

Main Menu: This acts as a container that captures the individual action 

performed by the system. Several other interfaces can the accessed 

through the main menu. This interface is shown in figure 6. 

 
Figure 5: Login interface 

 

User’s Bio-data registration/enrolment: This interface as shown in figure 6 

below is used to fill user’s bio-data; passport photo and fingerprint of user 

are also taken to complete the enrolment process.  

Patient Registration interface: First time patient registers on this interface. 

The form for registration is shown in figure 6. 
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Figure 6: User’s Bio-data registration/enrolment 

 

Patient Authentication: This interface demands the fingerprint of the 

patient for authentication by the system before permitted to access medical 

care. Figure 7 and Figure 8 shows the interface for Authentication and 

results of the Authentication process (Successful or Unsuccessful)  
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Figure 7: Patient Authentication 

 
Figure 8: Patient Authentication Result 

Patient Profile interface: This interface displays the details of patients after 

authentication by the system. Figure 9 shows the details of the patient’s 

profile. 

 
Figure 9: Patient Profile interface 

Doctor’s Entry Interface: This interface has two divisions. Figure 10 shows 
this division. It presents the doctor with a screen to input patient’s 
complaints and the other part to input clinical findings and conclusion after 
diagnosis of patient and drug prescription. 
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Figure 10: Doctor’s Entry Interface 
 
Nurse Entry Interface: This interface just like Doctor’s interface presents the 
nurse with a column for recording every stage of medication given to the 
patient till all dosage specified by the doctor is completed. This is shown in 
10  
Patient Treatment History: This interface displays the medical history of the 
patient from inception with the clinic. Figure 10 shows the record of a 
patient with complains and clinical findings as shown. 
CONCLUSION 
Using identity cards, paper sheets, and knowledge-based procedures to 
uniquely identify patients has been associated with a number of issues in 
the past. However, a simple and practical approach for securing patients' 
medical records using biometric technology needs to be developed and 
implemented. This is the focus of the research. A thorough review of 
existing methods of keeping patients medical record was examined. It was 
discovered that manual means is not so efficient hence the need to 
automate the process using modern technology. To achieve this, the 
researcher implored the use of minutiae fingerprinting system algorithm for 
extraction and matching of the print template. 
This result has shown that fingerprint biometric is indeed a unique way of 
identifying individual based on who he/she is. Biometric access is a better 
substitute for the use of identity card in verifying user’s identity and being a 
natural means it makes it a reliable access control technique. The fact that 
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patients no longer need to carry hospital cards with folder number for 
identification and record retrieval explain the ease of use. 
 
RECOMMENDATIONS  
To alleviate some of those earlier stated problems and limitations regarding 
this project, the following recommendations are being made: 

1. The management of health care facilities should procure this 
software to use in the registration of patients bio-data and keeping 
of patients medical records since this method is more accurate and 
efficient. 

2. Seminars and conferences should be organised to enlighten health 
officers about the advantages of this technology and how to 
effectively utilize the facilities without any major setback to all 
individuals concerned. 

3. The researchers in biometrics field should intensify a robust 
algorithm that can improve on the existing techniques of fingerprint 
authentication. 

4. Back-up plans have to be in place to avert the chaos that could occur 

in case of failure of the system. 
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