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Abstract 
eople may express themselves on social 

media sites such as Twitter and Facebook 

since they are user-friendly and free. Apart 

from positive aspects of social media, these sites 

also have disadvantages. Due to laxity to impose 

limit to express of peoples’ opinions, anyone can 

make negative and unrealistic comments in abusive 

or hateful language against anyone with the intent 

of tarnishing one's image and social position. As a 

result, identifying hate content before it spreads to 

the masses has become a big responsibility for the 

government and these websites. Due to non-

standard differences in spelling and grammar, 

automatic hate speech identification confronts 

numerous obstacles. In this paper, we worked with 

a number of deep learning models such as RNN, 

CNN, and hybrid of CNN and LSTM with pre-trained 

Glove word embedding to 

detect online hate speech 

and the best performance 

was found with hybrid 

CNN-LSTM in all 

experiments based on 

accuracy as Twitter 92%, 

Facebook 90%, and 

Twitter+Facebook 91%. 

Our approach can 

successfully detect hate 

speech targeted on 

individuals or group. 

Therefore, this approach 

can be implemented to 

automatically detect and 

block hate speech across 

multiple social media 

platforms. This can also 

encourage the way 
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towards the development of policies, strategies, 

and tools to empower and protect vulnerable 

communities. This may pave the way for the 

creation of policies, initiatives, and instruments 

that empower and 

safeguard vulnerable 

individuals and groups.

 

INTRODUCTION 
ajority of people today uses the social networking sites to stay in touch 

with one another and exchange information about their daily activities 

and interests, as well as to upload and view images, videos, and other 

documents for public consumption. Users of social networking sites such as 

Facebook, Twitter, and others are required to create a profile and generate a list 

of friends/peers with whom to communicate and share interesting content, which 

includes posting and reading posts/comments. Despite the fact that social 

networking sites are a great place for people to share knowledge and entertaining 

material, unlike offline interactions, some people have used them to spread hate 

speech, rumors, and fake news, which might lead to a significant issue. 

Globally, internet penetration keeps increasing which enabled unprecedented 

access to the web, where web users have the impression of “invisibility” which 

has given rise to the growth of anti-social behaviour in online spaces (Aroyehun & 

Gelbukh, 2018). Therefore, if such behaviour should go unchecked, the web users 

are exposed to psychological and emotional distress. Jaki & De Smedt (2018) argue 

that the internet, in particular social media, has considerably enhanced 

connection, collaboration, and communication between people in different 

regions of the world. There is no standard censorship, as these media are 

sometimes used to spread hateful content directed at ethnic groups, religions, 

sexual orientations, or political groups, which could lead to violence. 

Hate speech was defined by Schmidt & Wiegand (2017) as a broad umbrella term 

for various kinds of abusive user-created contents.  Sahay et al. (2018) presents 

that terminology like repetitive and hostile behavior by a group or an individual to 

purposefully injure a person or a group of individuals via electronic means who 

regard such acts as insulting, detrimental, disparaging, or undesired. Hatred, 
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religious, racial, and extremist attacks have forced some users to withdraw from 

popular social media platforms such as Twitter and Facebook. (Sahay et al., 2018). 

Many researchers employed various Artificial Intelligence techniques such as 

Machine Learning, Natural Language Processing (NLP), and Deep Learning to 

offer solutions to hate speech, cyberbullying, and abusive language use on social 

media in English, Hindi, and German as revealed (Simon, Baha, and Garba, 2022). 

The approaches concentrated on detection of such content without blocking 

them. Therefore, this paper proposed a robust approach based on hybrid of CNN 

and LSTM to detect and block hate speech on Twitter and Facebook.  

 

Literature Review 

Since its creation, the Internet has enabled the dissemination of radical views, 

which have frequently materialized in the form of hate speech directed against 

minority groups (Williams et al., 2019). According to Oksanen et al. (2014), 

According to research gathered from Facebook, 67% of 723 populations are 

exposed to online hate content and are victims of online hate material. Online hate 

speech centered on sexual orientation, physical appearance, and ethnicity, and 

was widely disseminated via Facebook and YouTube. Victims of online hate 

content exposure have a high level of online engagement, a weak familial 

attachment, and are most likely unhappy people. Victims of online hate or 

victimization were also physically victimized offline. 

Hawdon, Oksanen & Rasanen (2017 based on representative samples of 15- to 30-

year-olds in the United Kingdom, United States, Germany, and Finland, indicated 

that an average of 43% of respondents had encountered hate materials on the 

internet.  Ofcom (2018a, 2018b, 2018c) cited in Williams et al. (2019) believe that 

most people encountered hateful content on social media, example, Twitter and 

Facebook. This is demonstrated by a survey of UK Internet users (16 to 34 years 

old), which indicated that over half of UK Internet users (16 to 34 years old) 

reported seeing nasty content online in the previous year, with 59 percent for 16 

to 24 years old and 62 percent for 25 to 34 years old. This is a rise from the previous 

year's data of 34%, with 45 percent of 12 to 15-year-olds reporting having 

encountered nasty content online in 2017. 
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Proposed approaches for hate speech detection 

Several methods for detecting hate speech and other antisocial behaviors have 

been presented. Such as, Park & Fung (2018) suggested a hybridCNN strategy for 

detecting abusive language on Twitter that is effective. Based on three CNN-

models (CharCNN, WordCNN, and HybridCNN), the method classified offensive 

language as either sexist or racist. For detecting cyberbullying on social media 

networks, a deep learning model was presented by Agrawal & Awekar (2018). 

Deep learning-based models and transfer learning were used extensively by the 

authors. They came to the conclusion that the deep neural network model was the 

most effective at detecting cyberbullying on social media platforms. 

Similarly, Sahay et al. (2018) proposed an approach for detecting cyber-bullying 

and aggression in social networking platform using NLP and ML techniques. In 

order to identify bullying comments in an English dataset, they tested state-of-the-

art NLP and machine learning methods; Support Vector Machine (SVM) and 

gradient boosting machine trained on the feature stack beat Logistic Regression 

and Random Forest classifiers. Also, Raiyani et al. (2018) introduced a fully 

connected Neural Network with an advanced preprocessing for detecting 

violence in social media (Facebook and Twitter). To create multiple classification 

models, the authors used a dataset of 15,000 aggression-annotated Facebook 

Posts and Comments written in Hindi and English.  

Yenala et al. (2018) created a deep learning-based user's discussions in messengers 

to identify incorrect query suggestions. C-BiLSTM (Convolutional Bi-Directional 

LSTM) is a new deep learning architecture that combines the strengths of 

Convolutional Neural Networks (CNN) with Bi-directional LSTMs (BiLSTM). They 

also employed LSTM and Bi-directional LSTM (BiLSTM) sequential models to filter 

out improper interactions. The suggested models do not rely on hand-crafted 

features; instead, they were trained as a single model from beginning to end, and 

they effectively represented both local and global semantics. The C-BiLSTM, LSTM, 

and BiLSTM models were tested on real-world search queries, and the results 

outperformed both pattern-based and other hand-crafted feature-based 

baselines significantly. 
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Bosco et al. (2018) suggested a model based on natural language processing 

techniques for detecting nasty content on social media (Facebook and Twitter) in. 

Due to the differences in use of the two platforms and the character constraints 

posed for communications, especially on Twitter, they investigated the linguistic 

and metalinguistic elements that Italian language distinguishes Twitter and 

Facebook postings. Two separate datasets from two different online social sites 

were also considered by the authors. Hate speech detection on Facebook, hate 

speech detection on Twitter, and Cross-Hate Speech detection on Facebook and 

Twitter were all used to train and test the algorithm. With an F1-score of 0.8288 

for hate speech detection on Facebook, 0.7993 for hate speech detection on 

Twitter, and 0.6541 for cross-hate speech identification, the system came out on 

top. 

Asim et al. (2019) a hybrid deep learning text-based document classifier was 

proposed. A filter-based feature selection algorithm, followed by a deep 

convolutional neural network, were proposed as part of the strategy. To test the 

approaches, they employed the two most widely used public datasets (20 

Newsgroups data and BBC news data). The suggested method beats the state-of-

the-art of both machine learning and deep learning text-based document 

classification methodologies by a margin of 7.7% on 20 Newsgroups and 6.6 

percent on BBC news datasets, according to the findings. 

Umar et al. (2019) proposed a method for detecting different sorts of 

inappropriate tweets and the people who submit them automatically. The method 

relies on a user profile methodology that employs a deep LSTM-based neural 

network that has been trained to recognize abusive language on social media. 

With the use of word embedding features gained from the training set, the system 

was able to classify user tweets into several abusive language categories. The user 

profiling algorithm used the classes assigned to each user's tweets to categorize 

each user into various abusive language categories. The deep LSTM-based model 

for abusive language detection achieved an accuracy of 89.14% in detecting 

whether a tweet is offensive, bigotry, racist, extremism-related, and neutral in the 

experiments test set; the user profiling algorithm also achieved an accuracy of 

83.33% in predicting whether a user is an extremist, bigot, racist, uses offensive 

language, and is neutral. Kapoor et al. (2019) also LSTM-based model for hate 
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speech categorization of a code-switched pair of Hindi and English was 

constructed using transfer learning (that is, Hinglish). They found that the 

assignment was challenging yet beneficial due to the non-fixed syntax, 

vocabulary, semantics, and spellings of the Hinglish language. Chopra et al. (2020) 

presented a three-tier channel to detect hate speech in Hindi-English code-

switched language on social media platforms using profanity modeling, author 

profiling, and deep graph embedding. 

Salminen et al. (2020) SVM, LR, NB, XGBoost, and Neural Networks approaches 

with Bag-of-Words, Word2Vec, TF-IDF, BERT, and their combinations as feature 

representations were also used to detect hate speech on numerous social media 

platforms. XGBoost outperformed the other participants in the experiment. In the 

Arabic region, Faris et al. (2020) suggested a hybrid deep learning strategy for 

automatic hate speech identification on Twitter. They gathered a dataset of hate 

expressions on Twitter from the Arabic region in various topics of discussion. The 

model extracted a collection of characteristics from the dataset using the word 

embeddings approach. The word embeddings were fed into a deep learning 

system that used a combination of CNN and LSTM networks. The planned strategy 

was successful. 

The gaps in the literatures show that prior studies have focused on detecting hate 

speech rather than preventing it (Agrawal & Awekar, 2018; Chopra et al., 2020). 

However, the hybrid deep learning studies proposed so far does not concentrates 

on detecting English hateful texts (Yenala et al., 2018; Asim et al., 2019; Faris et al., 

2020). Similarly, the multiple platform approaches do not focus on Twitter and 

Facebook (Bosco et al., 2018; Raiyani et al. 2018; Salminen et al., 2020).  

 

Materials and methods 

This section discussed the research design, method of data collection, system 

design, features representation, and the proposed model development 

architecture. 

 

Method of data collection 

The secondary data collecting method used in this paper was Twitter streaming 

Application Programming Interface (API) and Facebook API to acquire English text 

data (tweets and Facebook posts/comments). The information is gathered in the 
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fields of religion, sports, social issues, and political opinions over a period of time. 

Table 1 presents the distribution of Twitter and Facebook dataset used for training 

and testing our model. 

 

Table 1: Labeled datasets distribution 

Datasets Hate speech (1) Non-hate (0) Total 

Twitter  

Facebook 

Twitter+Facebook 

2491 

3294 

4082 

17367 

14081 

32658 

19858 

17375 

36740 

 

Activity diagram 

This shows the activities that takes place in the detecting and blocking hate 

speech.

 
Figure 1: Activity diagram 

System development stages   
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There are various steps to developing a well-designed model for automatic 

detection of hate speech. The stages include data collection and dataset 

preprocessing, transforming text data into features that the proposed deep 

learning algorithms can understand, developing a classification model using a 

hybrid of CNN and LSTM, and finally evaluating the model for detecting hate 

speech based on Accuracy. 

 
Figure 2: Model development Stages   

 

Data collection and preprocessing  

The steps for data gathering and preprocessing were as follows. 

Step 1: Data from Twitter and Facebook was obtained using their respective APIs 

on a variety of hotly debated topics, including religion, racism, sports, and politics. 

Step 2: We annotators the obtained data manually as Hate speech or non-Hate 

speech. 

Stage 3: At the preprocessing stage, all redundant text, digits, punctuation, stop 

words, symbols, hashtags, and web addresses were removed. 

Step 4: All text was transformed to lower cases for normalization. 

Step 5: We tokenization the normalized text into a series of separate elements. 

 

Feature representation 

This study employs pre-trained Glove word embeddings features to construct the 

suggested model, which overcome the limitations of Bag-of-words based feature 

Data Collection and Preprocessing 

Feature Extraction  

(Word embedding) 

Model development 

(CNN-LSTM) 

Model Testing 

(Accuracy) 
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representation techniques, which are limited by data sparsity and cannot capture 

all of the data's contextual information. 

Word embeddings are numerical representations of words that use mathematical 

methods to help people understand what they're reading. Word embeddings use 

a vector space model to capture the relative similarity between individual word 

vectors, resulting in information about a word's underlying meaning (Lee & 

Mikolov, 2014). Word2Vec, GloVe, and FastText are three pre-trained word 

embeddings models that have all been shown to be effective for text classification 

(Sigurbergsson & Derczynski, 2019). 

 

Model training and testing  

To eliminate bias in the proposed approach and to demonstrate robustness, the 

researcher used 10-fold cross validation (Sadiq et al., 2020). The datasets for this 

investigation were split using sklearn library in Python computer language. To 

determine the model's accuracy in recognizing hate speech, the dataset was split 

into two parts: 75 percent for model training and 25 percent for model testing. 

The model was trained using supervised learning, resulting in a more capable text 

classifier. The front end of the proposed model was created with the Keras library 

(Chollet, 2015), and the backend was created with TensorFlow (Abadi et al., 2016) 

in python programming, which was trained and evaluated on Jupiter notebook. 

The experiment used four hidden layers, with the first three using the Relu 

activation function and the fourth using the sigmoid activation function. For the 

output layer, we use two neurons, which is the same as the number of classes in 

our dataset. The batch size was 128, with a verbose rate of 1 and 0.2 dropout, a 

sparse categorical cross-entropy loss function, and a SoftMax activation function 

using the Adam optimizer. The training was halted after 10 epochs due to a lack of 

processing resources. 

The task of detecting hate speech was divided into three sub-tasks based on the 

dataset used: 

Task 1: For Facebook hate speech detection, only the Facebook dataset was used 

to train and test the model. 

Task 2: For Twitter hate speech detection, only the Twitter dataset was used to 

train and test the model. 

Task 3: For multi-platforms, the combined Twitter+Facebook dataset was used to 

train and test the model. 
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Results and discussion  

The performance of each model in terms of detecting hate speech on Twitter and 

Facebook is summarized in this section. The accuracy of each model (CNN, LSTM, 

and hybrid CNN-LSTM) is shown in Tables 2 and 3. The models were trained via 

supervised learning on numerous datasets (Twitter, Facebook, and 

Twitter+Facebook combined) using a pre-trained Glove word embedding model. 

 

Table 2: Test results based on accuracy 

Models   Twitter 

dataset  

Facebook 

dataset 

Combined Twitter-Facebook 

dataset 

CNN 0.90 0.89 0.89 

LSTM 0.86 0.86 0.86 

CNN-

LSTM 

0.92 0.90 0.91 

 

The result in Table 2 is graphically presented in Figure 3 to show the performance 

of the models based on accuracy. 

 
Figure 3: Test results for hate speech detection based on accuracy 

 

Discussion of results 

Table 2 and Figure 3 illustrates the results of our hybrid model, which was trained 
and evaluated using a number of datasets as described in Table 1. The results in 
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Table 2 and Figure 3 show that our hybrid CNN-LSTM model outperformed the 
separate models (CNN and LSTM) when used all the datasets.  
Considering the Twitter dataset in Table 1 for model training and testing, our 
hybrid of CNN-LSTM model in Table 2 and Figure 3 outperformed the CNN and 
LSTM models in terms of accuracy of result to detect instances of hate speech on 
the Twitter platform, with a difference of CNN with 2% and LSTM with 6%. In 
addition, Table 3 and Figure 4 show that our hybrid CNN-LSTM model, which was 
trained and tested using the Facebook dataset in Table 1, outperforming the 
individual CNN and LSTM models by 1% and 4%, respectively with respect to 
accuracy to detect hate speech using the Facebook dataset. 
The work also examined integrating our Twitter and Facebook datasets (see Table 
1) and evaluating the accuracy of our hybrid model for hate speech detection 
across multiple platforms (Twitter and Facebook). The results in Table 2 and Figure 
3 demonstrates that the developed hybrid CNN-LSTM model outperformed CNN 
by 2% and LSTM by 5%. 
 
Conclusion 
This paper examined the use of hate speech on social media and the various 
approaches developed to curtail this menace. The needed to reduce this harmful 
act in Twitter and Facebook was the focus of this research. In this paper, we 
worked with a number of deep learning models such as RNN, CNN, and hybrid of 
CNN and LSTM with pre-trained Glove word embedding to detect online hate 
speech and found the best performance for both platforms (Twitter and 
Facebook) with hybrid CNN-LSTM as a classifier in all experiments. Generalizing 
the model to multiple social media sites is a good idea, though the platforms differ 
slightly in the way of use and character limitation. Thus, our findings support the 
idea of creating more universal online hate classifiers that can be used across 
numerous social media sites since most of these platforms share common 
messages.  
 
Recommendation 
We recommend that our approach should be considered by social media 
companies and online hate researchers for possible implementation and 
improvements. 
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