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 Abstract 
s a security enhancement technique for 

building, this project was proposed as a way 

of paving way for integration of one-time 

password (OTP) technology using microcontroller for 

security systems. In addition, the proposed project 

will be a supplement to the challenges of other 

security authentication methods centered on 

Bluetooth, radio frequency identification (RFID), 

biometrics and voice recognition techniques. In other 

to reduce complexity in design, a microcontroller was 

introduced to hub the coordination of the system. The 

two-way verification system which can be coupled 

with aforementioned security systems, boast of 

instability to store numeric identity of each user to a 

building in the electrical erasable programmable read 

only memory (EEPROM) of the microcontroller. The 

system prompts a user wanting to gain access to the 

building through the door 

to input designated 

numeric identity 

(password) stored in its 

database. Once the 

inputted designated 

numeric identity entered 

matches an identity in the 

database, then, for the 

second verification process, 

a randomly generated OTP 

which has a programmed 

validity of three minutes is 

sent to the user phone via a 

GSM (global system for 

mobile communication) 

module. If either the 

password or OTP entered 

doesn’t match, then access 

is denied and the user will 

only be relegated to two 

successful trials with time 

duration as programmed 

for retrial, before the 

system reset for the next 

user. Electric power to the 

A 
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project was driven from an ac/dc main which was then 

rectified to power all the dc dependent components 

used. The low construction cost, user friendliness, 

flexibility, insured security 

when compared to other 

security systems, makes 

the innovation unique.  

 

Introduction 
ecurity represents the protection of our life and assets. Ensuring the safety 

of people and their valuable things is very important for the prevention of 

illegal handling. Hence, mainly focusing on door lock security or gate 

security is very important to avoid further problems in a monitored area 

(Amanullah M., 2013).  

Even with the use of mechanical locks, the crime, and robberies happens due to 

the fact that such locks were easily broken. So, there is a need to invent other 

kinds of locks which cannot be easily broken. So, many authors present different 

kinds of digital door locks, automatic password-based door locks, software-based 

door locks, etc. which have been widely used in houses and offices. The prevention 

of unauthorized entry into buildings through the main doors is done by using 

ordinary, electronically operated locks, digital codes, and biometrics techniques 

like fingerprint technology some are based on thumb printing only. Nowadays, 

advanced automatic door security systems are available with the use of palmtop 

recognition systems face recognition systems, face detection systems, wireless 

sensors, PIR sensors, RFID techniques, smart cameras, and many more that help 

people to make their homes or organizations secure from long distance. Hence, 

people need not worry about their home security though they are away from 

home. Doors are to keep people out. They are made of metals, not simply wood. 

The security sectors are experiencing various as it has never seen before. So, the 

demand is to audit the authenticity of currently available systems, and the need is 

to research for the creation of more reliable and good systems which operate 

smartly with no more effort. The important thing is to provide higher security. 

(Pradnya R. N. et al, 2016).  

Various control systems have been designed over the years to prevent access to 

unauthorized users. The main aim of providing locks for our homes, school, office, 

and the building is for the security of our lives and property. It is therefore 

important to have a convenient way of achieving this goal. (Neelam M. et al.  

2016). An automatic door system has become a standard feature on many 
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different types of buildings and homes. And they are becoming popular every day 

to develop effective electronic devices which provide security. Home security has 

been a major issue because of the increase in crime rate and everybody wants to 

take proper action to prevent unauthorized users. Today, one of the major issues 

of concern is the security of the people and of their possessions including their 

personal data. Smart security and automation systems are being developed to 

cater to comfort and safety needs. One important aspect of smart homes is safety 

and security. OTP GSM technology provides easy and less costly solutions to the 

issues of security in homes which can also be extended to offices and anywhere 

where the identity of a person needs to be verified. To make sure that the 

concerned person is from an authentic background different ways have been 

used. The Home Security Systems which exist in the market are mostly based on 

Cameras and sensors like IR, Ultrasonic, Motion, etc. (Suruchi K. et al, 2019).  

The loss of keys and forgetfulness of passwords call for an OTP door access control 

with the help of GSM technology, the proposed of this system is a better option 

over some others such as RFID access control, etc. “The proposed method in latest 

work does not need administrator’s help to access the facility if the user knows 

OTP technique and has a registered mobile phone” (Seung-Soo Shi. et al., 2013). 

In recent times, security has become a serious threat and people are opting for 

more secure resources. Many cases have been registered due to burglary at 

homes. So automatically people do opt for bank lockers to store their possessions 

and valuable belongings. But nowadays even the banks are facing similar 

situations wherein, bank lockers are broken and the valuable goods are robbed. 

To avoid this, and replace the conventional lock and key system, many 

technologies were proposed and given a try. These technologies range from – 

using passcodes, fingerprint authentication, and using RFID tags. These systems 

were of huge relief yet they suffered a few disadvantages. For example, 

Authentication claims a user’s identity, and currently, ID/Password-based 

authentication is most widely used So, this electronic lock using OTP and alert 

system will be able to overcome the authentication issues and mishandling of 

passwords and be able to provide a better security system. This system is easy to 

install and can be used in any environment.  

Finally, the GSM modem and keypad OTP security system is a better option with 

the use of GSM technology. 
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LITERATURE REVIEW 

Pradnya R. N. et al, (2016). in a research journal Literature Survey on Door Lock 

Security Systems in their work, not only did they use an OTP and keypad but 

incorporated it with a fingerprint sensor, which operates on the image of a 

palmtop. Firstly, the system takes an image of the palmtop then it works on that 

image by partitioning it, and a process is required which in the end, verifies the 

right person. Hence, it reduces the chances of error in other human recognition 

methods and clarifies the problems which were faced in fingerprint recognition. 

Gayathri et al, (2014) designed and implemented fingerprint and GSM-based 

security systems for ATM machines. The research focuses on increasing the 

security for a bank customer that uses the ATM machine. Once a user's bank card 

is lost and the password is stolen, the criminal will draw all cash in the shortest 

time, which will bring enormous financial losses to the customer, so to rectify this 

problem he implemented the system. The fingerprint sensor used was SM630 with 

an Arduino board. The system uses both fingers and passwords for security 

purposes. The password was a random number, so the same password cannot be 

used. Each time the user receives a different password. The random number can 

be generated each time the fingerprint of the user is matched and this number will 

be sent to user’s mobile via GSM.  The major limitation to the system was 

unavailability of network at all times. 

Suruchi K. et al, (2019). Designed a Person’s Identity Verification using Arduino 

Uno. Their paper focuses on Person’s Identity Verification in which a user can 

verify the identity of anyone whose biometric data is stored in the server i.e., in 

the database. This system is made for home security. In their system, a Fingerprint 

scanner, a keypad, an LCD Display, and Node MCU are used. First, the visitor puts 

his/her finger at the scanner present alongside the doorbell. The scanner will verify 

if the database matches any of the employees of the concerned company. Then a 

generation of OTP is done after the verification of the person. A random number 

is generated through a random function and it is used as OTP. After the generation 

of OTP is successful, the OTP is sent through an email using SMTP to the person as 

well as the Arduino board. The system limitation is that one needs to log in to his 

or her email to access the OTP instead of sending it direct to a mobile number via 

GSM technology. 
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METHODOLOGY  

Block Diagram                                                                     

                                                                                                          12V 

3.96V                                                                                 5V   

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.0 Block diagram of the project 

 

The block diagram above shows how the system operates. The operation starts as 

soon as the system is powered by the switching unit. The LCD displays “the project 

title” as this is displayed, the microcontroller will search for the available module 

and Network. After which the microcontroller will send a signal to the LCD to 

display ‘Enter Passkey’. The user will then ‘enter the r default passkey to get the 

OTP’, Microcontroller will then compare the entered passkey with the one stored. 

If the entered Pin is correct then for 2–way verification, an OTP is randomly 

generated and sent to the registered mobile number via the GSM module. This 

four-digit number expires after 175 seconds. Then the user is asked to enter the 

OTP using Keypad. If the OTP is incorrect then a new OTP is sent to the user’s 

device. If the user fails to enter the correct OTP more than 3 times then the system 

is disabled. If the OTP is correct then the system is unlocked and an electrical 

signal (current) will be sent to the transistor through the base, the signal will then 

drive the transistor to saturation.  After the transistor has been driven to 

saturation current flow through the collector to the relays. At this stage, one of 

the two relays will be ON/ energize which will allow the door to open for the 

authentic user. The process will repeat itself and the second relay becomes ON/ 
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energize while the first becomes OFF this will make the door close after some 

delay. A flywheel diode is placed across the collector to prevent the backflow of 

the current when the relay is OFF to prevent the backflow current from damaging 

the transistors. 

 

Design 

Power Supply Unit 

The power supply unit consists of 220V/12V AC, 50Hz step-down transformers, 

filters, and a voltage regulator. The Power unit is the unit that energizes all other 

units of the system. Functionally, the Power supply converts the AC Voltage of 

50Hz Power line to DC voltage. In this design, 5VDC was required. The process for 

the conversion of AC supply to DC is termed “rectification” which has the 

following components:    

a) Step down transformer 

b) Rectifier 

c) Filter 

d) Voltage Regulator 

 

 

 

This can be represented in the block diagram below: 

 
 

Fig.3.1: Block Diagram Showing Parts of a Power Supply 

 

 

  



 
 

 

 
 

 
145 

MEDITERRANEAN PUBLICATIONS 
AND RESEARCH INTERNATIONAL 

INTERNATIONAL JOURNAL – AAER  
VOL. 18 NO.5 JUN-2022 ISSN: 2079-5074 

EDITOR-IN-CHIEF 
Prof. Saeid Eslamian [IRAN] 

Program Flow Chart 

The flow chart algorithm is shown below. 
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Figure 3.7 flow chart 

 

The program flow chart shown in the figure on the previous page depicts the flow 

of programs in the system one after the other. The execution of the programs 

starts immediately after the system is powered. The microcontroller sends a 
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command to the LCD to display ‘FOUND MODULES’ through the LCD data pins. 

The command goes to the register and is processed when the microcontroller 

sends a command to the LCD through data pins to ‘NETWORK FOUND’. When this 

is done, the program flow proceeds to the next stage which is ‘ENTER DEFAULT 

PASSKEY TO GET YOUR OTP’, otherwise (NO), it displays ‘INVALID DEFAULT 

PASSKEY’. When the user enters the correct registered default passkey on the 

keypad, the microcontroller triggers some crucial features of the entered pin and 

then processes them. If the entered Pin is correct then for 2–way verification, an 

OTP is sent on the user’s device via the GSM module, The OTP is a random 5-digit 

number generated. This number is different every time it is generated. Then the 

user is asked to enter the OTP using Keypad. If the OTP is incorrect then a new 

OTP is sent to the user’s device. If the OTP is correct then the system is unlocked, 

Hence the program goes back to the initial stage.  

While the user can have access to the door from inside by pressing the push to 

make to button and the door will be automatically open for the user. 

 
Figure 3.8: Circuit Diagram 

 

The figure above shows the complete circuit diagram of the system.  The circuit is 

discussed below; 
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The Circuit consists of; 

a) Liquid Crystal Display (LCD)  

b) General System for Mobile communication (GSM MODULE) 

c) Keypad  

d)  Microcontroller (ATMEGA 238P)  

e) Power Supply Unit  

f) Switching circuit  

 

Global System for Mobile Communication Module (GSM):  

Pin 2 and 3 of the SIM800L are connected to (3.9) VCC while Pin 6 is connected to 

the ground for the GSM MODULE to be powered so that it can operate. Pin 1 of 

the GSM is connected to the antenna of the SIM800L. Pin 3 (Rx, receiver pin) and 

pin 4(Tx, transmitter pin) of the GSM are connected to pin 2 (RX) and pin 3 (TX) of 

the microcontroller. These pins provide serial communication between the 

microcontroller and the GSM module. Pins 9 and 10 of the microcontrollers are 

connected to a crystal oscillator. The crystal oscillator provides a clock pulse for 

the ATMEGA chip. A clock pulse is needed for synchronization so that 

communication can occur in synchrony between the ATMEGA chip and the device 

that is connected. The two capacitors of the crystal oscillator are connected to the 

ground.  

Power Supply: The output of the power supply unit circuit is connected to pin 7 

(Vcc) of the microcontroller. This provides the 5V voltage supply required by the 

microcontroller to operate. Pins, 1 (Reset), 20 (AVcc), and 21 (Aref) are also 

connected to the output of the power supply circuit. Pin 20 (AVcc) of the 

microcontroller is connected to the out-of-the-power supply because the Analog-

Digital Converter (ADC) of the microcontroller requires its power supply to 

operate. Reset pin, pin 1 allows the program to be re-run and start over again. 

 Pin 12 and pin 13 of the microcontroller are connected to the bases of transistor 1 

and transistor 2 through base resistors. The base resistors are used in order to 

have the quantity of current required by the transistor to operate. When power is 

applied to the relay coil (RL1) through the collector due to the switching action of 

the transistor 1, a maximum current will flow as a result of the dc resistance of the 

coil as defined by Ohm’s law(I=V/R). Some of this electrical energy is stored within 

the relay coil’s magnetic field and this results in forwarding movement of the 

motor. When the transistor switches ‘’OFF’’ the current flowing through the relay 

coil decreases and the magnetic field collapses. However, the stored energy within 
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the magnetic field has to go somewhere, and reverse voltage is developed across 

the coil and it tries to maintain the current in the relay coil. This action produces a 

high voltage spike across the relay coil that can damage the switching NPN 

transistor if allowed to build up. So to prevent damage to the semiconductor 

transistor a flywheel diode is connected across the relay coil. For the motor to 

rotate in the reverse direction, the same mechanism occurs between the 

transistor 2 and the second relay.  

 

RESULT AND DISCUSSION 

Test 

The components used for the implementation of this project were tested on a 

breadboard for better performance and were later transferred to the Vero board 

and soldered. The heat applied during soldering was just moderate to avoid 

damage to the Vero and the components since most of the components have low 

heat resistance. The test equipment includes; 

a) Breadboard-To assemble and test individual components 

b) Digital multimeter to measure voltage, current, resistance and check for 

continuity 

c) Light-emittinging diodes  

d) Arduino sketch  

e) Proteus simulation software  

 

Test on Power Supply Unit (PSU) 

Results obtained for the power supply unit 

 Table 4.1 Power Supply Unit Result 

      Transformer Theoretical Voltage(V) Measured Voltage(V) 

Output voltage 12 11.4 

Rectifier LM317 3.96 3.94 

Rectifier LM7805 5 5.01 

 

The table shown above presents the results obtained from the tests carried out 

on the power supply unit circuit. The test results are of two categories; theoretical 

voltage value test results and measured voltage value test results. It was found 

that the theoretical input voltage value of the transformer varies from its 

measured voltage value by 5V. It was also observed at the output that the 



 
 

 

 
 

 
149 

MEDITERRANEAN PUBLICATIONS 
AND RESEARCH INTERNATIONAL 

INTERNATIONAL JOURNAL – AAER  
VOL. 18 NO.5 JUN-2022 ISSN: 2079-5074 

EDITOR-IN-CHIEF 
Prof. Saeid Eslamian [IRAN] 

theoretical output voltage value of the transformer varies from the measured 

output voltage by 0.6V. 

Also, for the regulator, it was observed that the theoretical input voltage value of 

the regulator varies from the measured voltage value and the same thing applies 

to the output values of the regulator. The reason for these variations might be due 

to loss of electrical energy. 

The power supply unit of +5V was tested for the output voltage under no-load and 

full-load conditions. 

Under no-load, the voltage of +5V supply section was measured to be 5. At full 

load, the voltage was measured as 4.8V. 

Voltage Regulation (V.R) is given as 

𝑉. 𝑅 =
𝑉𝑁𝐿−𝑉𝐹𝐿

𝑉𝑁𝐿
× 100-----------------------------------------------------------------------------(4.1) 

Where; 𝑉𝑁𝐿 = 𝑁𝑜 − 𝑙𝑜𝑎𝑑 𝑣𝑜𝑙𝑡𝑎𝑔𝑒 

  𝑉𝐹𝐿 = 𝐹𝑢𝑙𝑙 − 𝑙𝑜𝑎𝑑 𝑣𝑜𝑙𝑡𝑎𝑔𝑒 

For the unit’s operating on +5V, 

𝑉. 𝑅 =
5.0 − 5.05

5.0
× 100% = 1.00% 

For the unit’s operating on +4.2V 

𝑉. 𝑅 =
4.2 − 4.02

4.2
× 100% = 4.28% 

𝑉. 𝑅 = 4.28%  

 

GSM Module 

 
Figure 4.2: Received OTP from the syste 
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Access test (Door) 

The system was tested during the breadboard and after soldering to ensure its 

functionality. Table 4.2 show all possible trials that correspond with the correct 

and incorrect passkey and OTP.  

 

Table 4.2: Door access Test Result Table  

S/N DEFAULT 

LCD 

STATUS 

APPROVAL 

STATUS 

DISPLAY 

ON LCD 

SMS 

STATUS 

OTP 

MATCHING 

VALIDATION 

DC 

MOTOR 

STATUS 

FINAL 

LCD 

STATUS 

1 ENTER 

PASSKEY 

OTP SENT RECEIVED YES HIGH DOOR 

ACCESS 

GRANTED 

2 ENTER 

PASSKEY 

OTP SENT RECEIVED NO LOW DOOR 

ACCESS 

DENIED 

 

3 ENTER 

PASSKEY 

OTP 

SENT 

RECEIVED YES HIGH DOOR  

ACESS 

GRANTED 

 

 
Plate 1: Showing when system request for passkey 
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Plate 2: Showing when system request for OTP 

 

CONCLUSION 

After the design and implementation of the project, it is found that only the door 

opens when a correct password is recognized by the system. Therefore, it can be 

concluded that keypad OTP and GSM-based security systems will be a better 

alternative compared to other security door access control. Hence the aims and 

objectives of the project were achieved.  

For further work on this topic, the following measures can be carried out to 

improve its functionality. 

An impact or vibration sensor can be incorporated for sounding an alarm should 

in case of a   bugler. A camera can be interfaced for visual monitoring of the 

environment. A sensor or a sensitive device can also be added to the system in 

other to sense if the authorized user has entered or is about to, before the closing 

of the door when it’s being opened by the user. A fingerprint or face recognition 

module can also be incorporated into the system.  
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