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INTRODUCTION 

he word "intranet" refers to a group of 

private computer networks within a 

company. An intranet is a website that 

employs network technologies to promote 

communication between people or work groups, 

as well as the capacity to share data and expand 

an organization's knowledge base. 

Intranet is a network that employs internet 

protocol technologies to share any type of 

information within a company or organization. To 

get the most out of this technology, the 

suggested system, the "Secure Metadata Intranet 

Mailing System," employs it. This will automate 

the information transmission system in some way. 

People are increasingly vulnerable to network 

attacks and threats as the Internet and related 

applications become more widely used. 

A 

T 

ABSTRACT 

The Intranet 

Mailing System 

is only useful 

within a 

company or 

organization. In 

today's fast-

paced society, 

where every 

qualified 

person is in 

desperate need 

of work, people 

join places and 

work at 

unusual hours. 

Because of the 

organizations 

shift schedules, 

it can be 

difficult for one 
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According to International Data Corporation (IDC) statistics, the first 

three most dangerous Information Technology (IT) challenges are 

related to "safe content management," as follows: 1. Viruses, Trojans, 

and malicious programs, which have been experienced by 97.8% of all 

users; 2. Resource management and effective data security, which 

have been experienced by 34.8 percent of all users; 3. External attacks 

and damages, which have been experienced by 25.1 percent of all users 

(Al-Ahmad & Al-Kaabi, 2008; B. Chen, Fu, Zhang, Su, & Wu, 2007; 

Fuxiang, Sha, Xiaolu, & Lan, 2010) 

In recent years, many government agencies and corporations in China 

have focused their efforts on network border security, network 

enhancement, and protection from internal and external threats, 

using tools such as antivirus, firewalls, VPNs, and website security to 

avoid tampering. Intrusion detection, vulnerability scanning, security 

audits, content monitoring, UTM, and other equipment and systems 

are also used by some units. These safeguards have considerably 

decreased external network risks and have received widespread 

recognition and acclaim from users (Lambrinoudakis, Gritzalis, Dridi, & 

Pernul, 2003). 

Despite the large sums of money spent on anti-virus and anti-hacking 

software each year, there is another issue that renders enterprise 

shift's employee to communicate with another shift's employee. In 

these cases, Intranet Mailing comes in handy. If a firm has an Intranet 

Mailing System available to all of its employees, the system proves its 

worth. Employees can register and send emails to any other 

registered employee, making communication more efficient easier. 
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security inefficient that is sometimes overlooked: internal abuses by 

workers, vendors, or other authorized users of the system. Security 

issues with the intranet storage system persist, primarily in the areas 

of terminal credibility and security within the network, as well as the 

disclosure of confidential data on the intranet. Intranet device 

confusion, lack of protection, management, and monitoring for 

essential and sensitive data; portable computers, mobile media, and 

outreach management Individual behaviors on the terminals that are 

illegal. Various non-working client apps, unauthorized client 

application usage, anomalous network traffic, or other unexpected 

behaviors (Y. Chen & Han, 2010). 

 

MATERIALS AND METHODS 

Software Architecture of the User Secure Intranet System 

We conduct research on testing and implementation of intranet 

storage security with the help of the local area network in cooperative 

enterprise and our campus to find effective solutions for security 

problems of intranet data storage from both theory and 

implementation, in order to find effective solutions for security 

problems of intranet data storage from both theory and 

implementation. We also evaluate the security requirements and risk 

level of the intranet data storage system in order to strike a balance 

between security and performance, ensuring that the new system can 

run effectively and safely while having little impact on the system's 

performance. 

On this foundation, we design and build the intranet security storage 

system prototype illustrated in figure 1 
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Figure 1 shows a prototype of an intranet security storage system. An 

authentication module, an access control module, a security-auditing 

module, and a classification-write module make up the prototype 

system. The read-processing sub-module sends ordinary read requests 

directly to the storage system, which then sends the data response to 

the user via the server, while read requests for sensitive data (critical 

data) are given special treatment, such as secondary metadata access 

authentication and metadata encryption. Users' data is initially 

buffered, then processed by the security-auditing module and 

classification-write module before being written to the storage 

system. Content detection (filtration) and virus detection are handled 

by the security-auditing module. To accomplish dual protection of 

significant data, the classification-write module writes regular data 

directly into the storage system while providing special security for 

sensitive data metadata (by sending it to a separate metadata server 

after encryption). 
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The read flow of a secure intranet storage system is as follows: a user 

sends I/O requests on the terminal, the authentication module 

confirms the user's access authority and approves the authentication; 

a user sends I/O requests on the terminal, the authentication module 

confirms the user's access authority and approves the authentication; 

a user sends I/O requests on the terminal, the authentication module 

confirms the user's. The access control module receives I/O requests, 

and the request-classification module extracts read requests. Read 

requests arrive at the read-processing module; for conventional data, 

metadata is read directly. For sensitive data, metadata should be 

treated differently (second authentication and decryption of user 

identification).  

 
Figure 2: Hardware Environment of the Secure User Intranet Mailing 

System 
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Hardware Architecture of the Secure Intranet Mailing System 

Servers (application server and metadata server), storage devices, and 

numerous network equipment make up the secure-intranet data 

storage system's hardware environment. Users can connect to the 

system in B/S, C/S, or ISCSI modes, as shown in Figure 2. Unprivileged 

users can read but not write; read requests are classified as either 

conventional data reads or sensitive data reads. Sensitive data's 

metadata, which is protected in particular, should be given specific 

attention, such as two-factor authentication and metadata 

decryption. Users upload files to the data storage system, where they 

are cached in the buffer pool (dedicated storage server or storage 

device), where they are categorized and written into the storage 

system after content detection (filtration) and virus detection: 

Ordinary data is directly written into the storage system, and its 

metadata is kept in a common metadata server; sensitive data (key 

data) is instead stored in distinct storage nodes, and its metadata is 

given further protection, such as being saved in a dedicated metadata 

server with encryption. All system users must first register and have 

access to system information with the proper permissions provided by 

the system administrator. The application server includes the 

following modules: classification-processing, multi-protocol file 

system (used to provide access interfaces, authentication, and rapid 

retrieval of information for various protocols), metadata servers are 

divided into ordinary data metadata servers and sensitive data 

metadata servers, which store encrypted metadata of sensitive data; 

storage devices include iSCSI devices, NAS devices, and storage 

devices based on Fiber Channel; metadata servers are divided into 

ordinary data metadata servers and sensitive data metadata servers, 

which store encrypted metadata of sensitive data; metadata servers 

are divided into ordinary data metadata servers and sensitive data 
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metadata servers, which store encrypted metadata of sensitive data; 

metadata servers are divided into ordinary data metadata servers and 

sensitive data metadata servers, which store encrypted metadata of 

sensitive data (FC). Classification processing system (used to provide 

access interfaces, authentication, and speedy retrieval of information 

for several protocols). 

Data mining technology is utilized in information retrieval to explore 

classification rules and feature extraction, and it is integrated with 

rapid information retrieval methods, cache management (multilevel 

cache, storage device cache, server cache, and client cache), 

intelligent prefetching, and a high-availability module are all part of 

system performance optimization.  

In the implementation stage, we provide standard interfaces in the 

secure-intranet storage system to make it compatible with existing 

anti-virus applications. Write Host 1 is the client that sends I/O 

requests, while Host 2 is the server. Host 3 serves as both an 

application server and a storage server. The metadata storage server 

Host 2 is jam-packed with features. While Host 3 is deployed, we 

generated software modules. We built a secure user metadata 

management system. 

 

Results and Discussion 

Our research builds on existing achievements and technological 

advantages in distributed storage technologies to achieve the goal of 

preserving intranet sensitive data by employing various protection 

strategies for various metadata servers. Ordinary data metadata is 

kept in the metadata server1, while sensitive data metadata is saved in 

the metadata server2. kept on the metadata server 2 A file distribution 

module, a metadata extraction module, a metadata distribution 

module, and a metadata security module make up the new metadata 
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system (as shown in Fig.1). The metadata extraction module extracts 

metadata from the upload files, while the file distribution module 

stores files on separate storage nodes. The metadata distribution and 

metadata security modules store extracted metadata on various 

metadata servers and handle access authentication and metadata 

encryption for metadata servers that require protection (such as 

metadata server2). Metadata management systems, which are housed 

on several metadata servers, manage metadata to ensure that users 

may access files quickly. The following is the principle for protecting 

sensitive intranet data: metadata for ordinary data files is stored in 

metadata server 1; metadata for sensitive data files is kept in metadata 

server 2, which is protected, for example, by file encryption, security 

authentication, and access control. Unauthorized users have a hard 

time getting sensitive data file metadata from metadata server 2, 

making it impossible for them to access sensitive data files that are 

scattered over numerous storage nodes, meeting the goal of 

protecting sensitive data files. 

The following are some of the benefits of using distributed storage 
technology to preserve sensitive data files' metadata: 

(1) It considerably enhances the efficiency of information 
protection: the technology's fundamental goal is to safeguard 
original files by securing their metadata data, which accounts 
for only 1% of the original files' content. As a result, this method 
considerably improves the effectiveness of protection. 

(2) It improves the security of information protection by 
implementing dual protection for metadata files, which is based 
on the original file. 

(3) The system is less expensive and scalable. We only need to store 
and protect metadata files hierarchically in existing intranet 
storage systems, as distributed storage is the main form of mass 
information storage in intranet (we don't need to implement 
protection on all server nodes, and we only need to focus on 
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protecting the metadata server2), without adding too much 
investment (we don't need to implement protection on all 
server nodes, and we only need to focus on protecting the 
metadata server2). Furthermore, system scalability has no 
bearing on the security of critical data files. 

(4) It may readily be transferred to a WAN-based distributed 
storage environment, such as cloud computing and cloud 
storage. 

 
Conclusion  
The intranet mailing system can ensure complete data security within 
the company network, providing twofold protection for sensitive data 
within the network. 
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