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Abstract 

uthentication is the act of verifying the 

validity of an entity's stated true 

attribute of a single piece of data (data). 

Proof of the authenticity of a drug actually 

involves the act of verifying that the origin of the 

drug exists or is active and the expiration date is 

valid. Drug authentication, in other words, also 

requires verification of at least one type of 

identification. Many drug identification methods 

have been set by the regulatory body to monitor 

the detection of contaminated drugs. The main 

purpose of this study is to establish an Online 

Drug Authenticating System (ODAS) that can 

verify and certify expired drugs and inform 

pharmacists and consumers of any drug that will 

expire or has expired.This system is designed to 

be a central authentication system with a single 

product verification 

database. During the 

registration and 

testing of each 

development or 

product 

development, each 

drug will be given a 

specific barcode 

according to its 

production package. 

This special code 

cannot be cloned and 

before the product 

consumer discloses 

the code before or 

after payment, it 

remains anonymous. 

 
INTRODUCTION  

or the pharmaceutical industry, counterfeiting is a major concern. 

Access to prescription drugs outside the regulated pipeline, 

especially with the ability to purchase prescription drugs online, is 

becoming a much larger problem. This is a field that needs to be more 

focused on ensuring consumer safety,' said Troy Turley (Director, 
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Chesapeake Pharmaceutical and Healthcare Packing Business 

Development) of Pharmaceutical Products Monitoring and tracing 

(Marie, 2011).  

Authentication (from the Greek: authentikos, "actual, authenticity," 

from authentes, "author") is the act of verifying the authenticity of a 

person's identity in a single piece of data (data). Compared with the 

identification associated with the act of claiming or otherwise stating a 

claim that allegedly proves the identity of a person or object, 

authentication is a way of verifying that information. It can involve 

checking a person's identity by verifying their identity records, verifying 

the authenticity of a digital certificate website, tracking the age of an 

object by carbon dating, or making sure the product is what it appears to 

be in packaging and registration. Authentication, in other words, also 

requires checking the authenticity of at least one type of identification. 

The Drug Authenticating System is a system that determines authentic 

drugs using a portable smartphone (a stable, easy-to-use, cost-saving 

and portable technology) (Kaur and Morreale, 2018). 

It is impossible to underestimate the relationship between the health of 

people and their intake. This requires a serious campaign against the 

black/gray black market, not just for their illegal profits, but for 

protection.  

The Drug Authentication System is a system (with robust, easy-to-use, 

cost-effective and portable technology) that uses a mobile phone to 

check the authenticity of a drug. The program aims to be a mid-range 

verification system with a global food and drug database. 

Where each product is registered or processed for Pharmaceutical or 

Food Business production, a specific barcode will be provided for each 

food and drug. This code is not a standard NAFDAC registration, but with 

its production batch, each product will receive a barcode accordingly. 

Unlike many current authentication systems with pharmaceutical firms 

currently in place, NAFDAC will manage the entire program. This special 

code cannot be cloned and before the purchaser discloses the code 

before or after payment, it remains anonymous. It is not appropriate to 

underestimate the problem of whether NAFDAC registration is sufficient 

to look into cases of drug and food fraud, with NAFDAC registration 

being tested only for the legitimacy of the manufacturing business and 
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not the product. Also, a company name and trade name can be stolen 

and made if the registration number does not have a used/unused status 

in the database, but a permanent status, unlike this specific code, which 

switches the code status from unused to immediately used once a 

product is checked. 

Mobile technology is evolving and spreading worldwide at very high 

speed. Therefore, there is a great need for tools such as "QR code" that 

can help mobile phones and other portable device users to easily and 

quickly access information. QR code stands for Quick Response Code. It 

is a type of matrix barcode (Two Dimensional Barcode). It has four 

character encoding modes (Numeric, Alphanumeric, Bite / Binary, and 

Kanji). It has faster readability and more storage capacity than any other 

one-dimensional barcode (Aktaş, 2017). 

QR code is a combination of black and white square modes. It can encode 

information on both vertical and horizontal lines with imaging devices 

(mobile camera, barcode scanner). QR codes are widely used in the 

market for general product tracking, document management, item 

identification, time tracking, hospitalization and application for 

education, business and industry (Aziz, 2018). 

QR codes are still common in consumer advertising. Typically, a 

smartphone is used as a QR code scanner, which displays the code and 

converts it to a specific useful form (such as a standard website URL, thus 

avoiding the user's need to type it into a web browser). QR code is now 

focused on advertising strategies because it provides a way to access a 

product website faster than entering a URL manually (Jenny, 2016). It can 

also be used to verify various products to determine if they are genuine 

or illegal. 

Consumer health risks and huge business losses have been major 

challenges caused by outdated products. Self-capture of products by 

small or medium-sized business owners are prone to human error. When 

consumers are exposed to expired products, they can experience a wide 

range of health challenges from diarrhea to food poisoning (which can 

lead to death). 

These challenges are the reasons the researcher wants to create a 

computer program that informs wholesalers, retailers, consumers, 

chemists and managers about impending products that are about to 
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expire. This system is important because it will reduce losses and protect 

health risks for consumers. 

The main objective of this study is to design an Online Drug 

Authenticating System (ODAS) that will be able to check and 

authenticate expired drugs and inform pharmacists of any expired or 

expiring drug. 

 

Review of Related Works. 

Classification of counterfeit drugs from substandard drugs which are 

both categories of bad quality drugs; The World Health Organization 

(WHO) defines counterfeit medicine as “a drug, deliberately and 

deceptively misrepresented in terms of identity and/or origin” 

(Wondemagegnehu, 1999 cited by Ebenezer, 2015).  

"Counterfeiters can operate on both branded and standard products and 

counterfeit products may include products with or without the right 

ingredients, with or without active ingredients or with false packaging" 

(World Health Organization, 2010). It has also been discovered that 

counterfeiters can copy or replicate existing products. They can also 

produce completely new products. All counterfeit items are naturally at 

high risk of being substandard. 

According to the WHO regional office of the Western Pacific Region 

(WPR) (2005-2010) Counterfeit drugs can be classified as follows; 

1. False packaging with the right amount of the right ingredient; 

2. False packaging with wrong ingredient 

3. False packaging with no active ingredient; 

4. False packaging with incorrect amount of the right ingredient; 

5. Real packaging with the wrong ingredient (intentionally); 

6. Real packaging with no ingredient (intentional); or 

7. Real packaging with the wrong amount of ingredient (intentionally). 

 

Chinwendu, (2008) concluded that NAFDAC had not been able to achieve 

great success in the fight against counterfeit drugs in Nigeria despite its 

best efforts to do so. The reasons were not far off due to the lack of 

adequate and ongoing government support, inadequate support for 

some of the stakeholders who are meant to work with NAFDAC to fight 

the war. Stakeholders like Nigeria customs, police, and the judiciary. 
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Gillian et. al., (2013) in their study recommended that Governments 

should establish or strengthen systems for detecting substandard, 

counterfeit, and unregistered medicines. These considerations should be 

integrated with established public health monitoring systems. Analysis 

and reporting should accurately describe product quality, packaging, and 

registration. 

Omijeh and Raheem (2021) employed a Quick Response (QR) code 

technology. The study proposes a system where every Pharmaceutical 

product producer could generate QR codes for their products, to make 

important product data available such as: Manufacturer Name, Product 

Name, Production date, and expiry date. The system does not only 

generate QR codes for manufacturers it grants consumers the ability to 

verify products with their phones by scanning the QR code with the aid 

of an Application Programming Interface (API) which enables 

smartphone cameras to access the QR libraries necessary for code 

scanning. 

 

Methodology and Design 

This research work “An on-line drug authentication and notification 

system” is a mobile application and will be implemented on a Firebase 

Database. Java android studio was used as the serve-side script language 

to link the interface and the database. 

 

Algorithm for ODAS 

1. ODAS: Click on ODAS app icon on your mobile phone.  

2. Scan the QR code on the drug package for authentication 

3. Click on the “Check” button.  

4. If QR code output details are the same as the details on drug package, 

drug is authentic. 

5. Click on Expiry alert. 

6. If QR code output details does not match package details, drug not 

authentic and click on report drug. 

7. Click the “Send’ button.  

8. Exit ODAS.  
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Flowchart of the system 

 
Figure 1: Flowchart used for developing the system 

 

Case Diagram 

 
Figure 2: Case diagram of the developed system 

 
Screenshots of ODAS 

 
Figure 3: ODAS drug view page             Figure 4: ODA drug expiry notification page 
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Figure 5: ODAS drug 

registration page 

 

Implementation and Result 

As a modern mobile app that 

can be installed on a mobile 

device, the proposed system is 

implemented and includes user 

interface interactive features, 

better visual features, a more 

responsive and faster 

application, and thus a more 

user-friendly application. 

The structured framework will 

provide an integrated Firebase 

web database linked to simple 

pharmaceutical data processing 

and content management system (Word press). Database is also 

exposed in JSON (Javascript Object Notation) format so that the 

displayed data can be easily entered into external applications such as 

the mobile app used by smartphone users. 

The proposed framework, like a standard smartphone app, has a rich and 

accurate application with images, text fields and buttons that make it 

easy for users to interact with. When a user tries to authenticate a drug, 

the app is connected to the official database (NAFDAC) with the aid of 

an internet connection to pull out the drug details and an expiry alert 

button is triggered to notify the wholesaler, retailer or user via SMS 

when the drug is about to expire. 

If, however, details are not available, the test drug is shown as an illegal 

drug and the patient is told to report the drug and the purchase point for 

legal actions. 

 

Conclusion and Future work 

Sequel to the risks attached to the usage of an unauthentic drug which 

can lead to various diseases and sudden death, this research work has 

proved to be a valuable and problem solver in the aspect of drug 
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authentication and notification of expiry date to wholesalers, retailers 

and even consumers to avoid using bad or expired drug. 

With the level of achievement of this proposed system, extending it to 

other fields such as food, drinks even clothing would be a major success 

and eradicate unauthentic materials in circulation and curb the usage of 

expired food and drinks in the society. 
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