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Introduction  

xamination is an assessment intended to 

measure a student’s knowledge, skill and 

aptitude on various topics or fields of 

study, it is an important activity that help to 

determine the quality of graduates that will be 

produced by the academic institutions. 

Examination malpractice is an academic 

dishonesty or academic fraud designed to place 

a candidate at unfair advantage over other 

students, these includes; impersonation, 

leakage, script swapping, bubbing, to mention 

just a few. 
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ABSTRACT 
Identification 

and Verification 

of authentic 

candidates for 

an examination 

has always been 

a major 

challenge. The 

manual method 

of identifying 

and 

authenticating 

candidate for an 

examination is 

time and process 

consuming, error 

prone with high 

degree of 

impersonation. 

To alleviate 

these challenges, 

this work 

presents the 

design and 

construction of 

an accurate, 
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 The ways and manner in which examinations are conducted in some 

third World countries call for a great concern. In such countries, 

examinations are conducted using crude methods, for instance 

clearance for an examination is done manually using pen and paper.  

Aside the fact that this method is prone to errors, time consuming, the 

method is also prone to examination malpractices such as 

impersonation, in which an unauthorized person sit for examination for 

other student who will collect the result and certificate at the end, 

faster and reliable automatic biometric finger print-based examination 

hall authentication system on smart devices, powered by minutiae-

based algorithm. The proposed system is made up of both the hardware 

and software. The hardware module is made up of a fingerprint scanner, 

keypad and indicators. The software component is an android 

application installed on the smart device. For convenience, the 

fingerprint module is accessed from the app via a Bluetooth module 

attached to the hardware. The android app was developed in android 

studio; this is used for implementing the adopted minutiae algorithm. 

The programming was done using object oriented Java programming 

language. The system is capable of registering authentic candidates for 

the examination, save their identity with respective id numbers in the 

smart device memory. At the point of authentication, the candidate 

first scans his finger on the scanner; the microcontroller checks the 

candidate’s fingerprint validity. If the fingerprint is valid the 

microcontroller now sends a signal to the user’s smart device which 

either grant or denies the potential candidate access to the examination 

hall. This is aimed at eliminating any forms of impersonation during 

examination and to ensure only authorized candidates are allowed to 

enter the examination hall Performance evaluation of the proposed 

system demonstrates that the proposed authentication model is 

capable of providing, efficient, faster and accurate candidate’s 

authentication for any forms of examinations consistently. 

 

Keywords: Biometrics, Finger print, Examination, Authentication, 

Smart Devices, Minutiae Algorithm 
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therefore resulted in unqualified graduate and corrupt society.  Many 

institutions of learning have been battling with this menace of 

examination malpractices, hence the need for a highly secured 

identification and personal verification system.  

This work proposes the design and construction of a Biometric 

fingerprint based examination hall authentication system on smart 

devices using Minutiae-based matching technique. The system is 

designed to pass only users verified by their fingerprint scan on any 

smart device and block non verified users. Our system consists of a 

fingerprint scanner connected to a microcontroller circuit. During 

registration the system permits to register authorized users and save 

their identity with respective id numbers in the smart device memory. 

After storage the person needs to first scan his finger on the scanner. 

The microcontroller now checks the persons fingerprint validity. If the 

fingerprint is authorized the microcontroller now sends a signal to the 

user’s smart device which either grant or denies the potential candidate 

access to the examination hall. This ensures only authorized users are 

allowed to enter the examination hall and un authorized users are not 

allowed to enter without any human intervention. The contributions of 

this work are four-fold. 

First, we proposed the design and construction of a hardware module 

made up of a fingerprint scanner, keypad and indicators. This device is 

used during student’s registration exercises to capture their fingerprint 

and save their identity with a unique id-number. During the Examination, 

the device will as well be used to re-capture the potential student’s for 

identification purpose. 

Second, we propose the adoption of a unique fingerprint identification 

and authentication algorithm called Minutiae-based matching algorithm. 

The Minutiae-based matching algorithm is the most popular and widely 

used technique, being the basis of the fingerprint comparison. 

The minutiae matching method defines elastic distortions in fingerprints 

using a thin-plate spline model, which is estimated through a local and a 

global matching stage. After the fingerprint registration according to the 

estimated model, the numbers of matching minutiae are counted using 

very tight matching thresholds. For deformed fingerprints, the algorithm 
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gives considerably higher matching scores in comparison to the rigid 

matching methods. 

Third, we present the designed and development of a software 

component based on the proposed algorithm, the proposed software is 

an android application installed on the phones or any smart device. The 

android app was developed using android studio. Android Studio is the 

official IDE (integrated development environment) for developing 

Android Apps by Google. The programing was done using object 

oriented Java programming language. JAVA programming language is 

most commonly used in Android App Development because it is class 

based and objects oriented programming whose syntax is influenced by 

C++. For convenience, the fingerprint module is accessed from the app 

via a Bluetooth module attached to the hardware. 

Finally, a thorough presentation of the experimental result will be carried 

out and the entire system will be implemented for the National Open 

University of Nigeria, Kaduna study center, examination center. This will 

be done in order to eliminate examination impersonation in the center. 

 

Related Work 

This section provides an insight into various studies conducted by 

outstanding researchers regarding biometric authentication system. The 

section also gives a resume of the history/past  and present status of the 

problem delineated by concise review of previous studies into closely 

related problems. The review is organized systematically following the 

sub themes below. 

 

Overview of Biometric System 

The word biometrics is derived from the Greek words bios, meaning life, 

and metrics, meaning measure. Biometrics can be defined as measurable 

physiological and/or behavioral characteristics that can be utilized to 

verify the identity of an individual, and include fingerprint verification, 

hand geometry, retinal scanning, iris scanning, facial recognition and 

signature verification Ashbourn (2001). Biometric recognition techniques 

are emerging as the most promising option for securing valuable 

information or system based on physiological and/or behavioral 
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characteristics. These systems work by capturing and storing an 

individual's biometrics, and later comparing them to verify an entry. 

Because an individual’s biological traits cannot be forgotten, forged, 

misplaced or stolen, these systems serve as cheap and easy means of 

verification Hambali (2015).  

Biometrics include fingerprint, face features, iris, and retina features, 

palm and hand geometry, ear shape, DNA, odour, and handwriting 

features and among these, the fingerprint is perhaps the most widely 

used. Everyone's finger carries a unique pattern Vashek and Riha,(2011). 

This pattern consists of different loops, spirals, and curves and is unique 

and is classified according to whether they have an "arch," "whorl," or 

"loop". In a biometric authentication system such as the one using 

fingerprint, the captured fingerprint image is usually stored in a database 

as a template for retrieval and verification. To authenticate an entry, the 

template is then compared with the current image for matching. The 

proposed Biometric Examination Clearance (BEC) system uses 

fingerprint identification. In identification, the system recognizes an 

individual by comparing his/her biometrics with every record in the 

database. 

Biometric technologies are defined as “automated methods of 

identifying or authenticating the identity of a living person based on a 

either physiological or behavioral characteristic”. physiological 

characteristic is a physical nature that does not change frequently such 

as fingerprint, hand silhouette, iris pattern or blood vessel pattern on the 

back of the eye.   

Behavioral characteristics are more of a reflection on physiological 

patterns such as signature, keystroke analysis, and speech patterns. 

Prabhakar et al., (2003). 

 

Overview of Related Biometric authentication System for Student’s 

Record 

Many researchers have worked in the area of biometric system for 

students' records, with the intention of achieving an efficient and very 

reliable way of keeping students' records.  
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In the course of carrying out this research work, a significant number of 

literature were consulted. The ones reviewed are as follows: 

Noida (2009) developed a Radio Frequency Identification (RFID) system 

attendance system using a very simple design of an attendance 

monitoring system. The System assigned a unique card for each Student. 

A Student places the RFID card in the RFID card Reader which reads 

down the Student details. The details were indicated on the LCD display 

and an SMS was sent through GSM modem to the parents notifying them 

that the student was present for the examinationand also display the 

current time. 

However, the problem with RFID based systems is that students have to 

carry RFID cards and also the RFID detectors are needed to be installed. 

 Nonetheless, students may give proxies easily using friend's RFID card, 

While GSM-GPRS based systems use position of class for attendance 

marking which is not dynamic and if schedule or location of the class 

changes, wrong attendance might be marked. The present work does 

not require student carrying any card, so this makes it simple and easy to 

use. 

Kadry et al (2010) designed a wireless attendance management system 

that authenticates using the iris of the individual. The system used an off-

line iris recognition management system that could finish all the process 

including capturing the image of iris recognition, extracting minutiae, 

storing and matching. The major setback of this project was that is if the 

user is infected with an eye disease, it becomes hard for the system to 

verify him/her. This is not the case while using the proposed system. 

Abdul Aziz et al (2013), proposes a Web-Server based Student 

Attendance System using RFID Technology, this system has been built 

using web-based applications such as ASP.NET, RFID ID cards, and an IIS 

server to provide the recording and reporting of the students' 

attendances.   

The system can be easily accessed by the lecturers via the web and most 

importantly, the reports can be generated in real-time processing, thus, 

providing valuable information about the students. The problem with 

this method was that network fluctuation can cause the system to be 
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unreliable when the need for its use arises. The present system seeks to 

overcome this challenge. 

Talaviya et al (2013) Wireless Fingerprint Based College Attendance 

System Using Zigbee Technology. This system takes attendance with the 

help of a fingerprint sensor module and all the records are saved on a 

computer. In order to mark the attendance, a student has to place his/her 

finger on the fingerprint sensor module. On identification of a particular 

student, his attendance record is updated in the database and he/she is 

notified through an LCD screen. In this system, Microsoft Excel was used 

to generate attendance reports on a computer.  

This report will generate automatically after 15 days (depends upon 

user). The major shortcoming was that the type of database use, which 

is the Microsoft excel and LCD screen may not capture some of the 

information of an individual student. This is not the case while using the 

present system. 

Talaviya (2013) developed a wireless fingerprint based attendance 

system that sent the report of attendance to each student, parents, head 

of department and lecturers through email and also show updated 

attendance but it cannot be used for student fees management and 

screening of student for an examination.  

From the foregoing, it is evident that the research conducted in this area 

are mostly limited by many factors ranging from the method used, the 

results obtained, accuracy to the security of the data. This present work 

adopts the use of an android mobile device through Bluetooth 

technology to display the identity of the student whose data have been 

initially stored. This tends to make it portable for the examination 

personnel to move at his or her comfort while verifying students for 

examinations. 

 

Methodology 

This section covers the description and discussion on the various 

techniques and procedures used in the study to collect and analyse data, 

design and construction of various components as it deemed 

appropriate. It is organized under the following sub headings. 
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Experimental Design 

The present Biometric fingerprint authentication model is trained on the 

captured fingerprint images from the National Open University of 

Nigeria (NOUN), Kaduna study center, during the 2019/2020 academic 

session registration exercise. The fingerprint Images and the student’s 

bio data extracted are kept anonymous and secured. The subject 

consists of volunteer students who willingly give their students details 

and fingerprint images. 

The fingerprint images features were extracted and stored in a database 

as a template for each student alongside their personal details. The 

proposed medel performs fingerprint image segmentation and 

orientation field estimation to arrive at an enhanced image which will 

later be used for fingerprint image matching. 

 

Fingerprint Image Data collection 

Fingerprint Images use for the authentication system are acquire by 

creating our own dataset, fingerprint Images are acquire using mobile 

devices connected to our constructed scanner. The captured fingerprint 

image is stored in a database as a template for retrieval and verification. 

In this study, the National Open University of Nigeria (NOUN) student’s 

finger print images were captured and stored in a database. The database 

contains 120 distinct subjects with five different fingerprint images each, 

of the five right hand fingers, this is made up of about 600 fingerprint 

images. For each subject we randomly select 80 fingerprint images as 

training set and 20 fingerprint images as testing set. Everyone's finger 

carries a unique pattern, this pattern consists of different loops, spirals, 

and curves which is unique andits classified according to whether they 

have an "arch," "whorl," or "loop". This is illustrated in figure 1 

 
Figure1: Different Classifications of Fingerprints 
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The Overall Architecture of the Entire Biometric Fingerprint 

Authentication System. 

The present fingerprint authentication system implementation consists 

of several layers. On top of these layers is the developed application 

running on the user’s smart device such as mobile phone, which is used 

to access the student’s details and fingerprint images for verification 

purpose. 

The fingerprint Image acquisition Layer: This layer comprises a 

hardware module made up of a fingerprint scanner, keypad and 

indicators; as well as software component which is an android 

application installed on the phone. For convenience, the fingerprint 

module is accessed from the app via a Bluetooth module attached to the 

hardware.  During enrolment, the fingerprint of the candidate is 

captured (using a fingerprint reader, which is an optical scanner device, 

the unique features are extracted and stored in a database as a template 

for the subject along with the student ID). These students’ information 

is kept in separate databases or a unique database. The stored data on a 

database can be used to track student's activities, student's information. 

The Fingerprint Image preprocessing Layer: This layer performs 

fingerprint segmentation and orientation field estimation on the 

scanned image in order to arrive at an enhanced fingerprint image, it 

later gets the core points location of the enhanced image. Finally all 

minutiae are extracted from the enhanced fingerprint image, the result 

is then stored into a database. 

The Matching Layer: When a new fingerprint template is given for 

authentication purpose, the matching layer performs fingerprint 

minutiae matching by using both the local and global structures of 

minutiae. The local structure of a minutia describes a rotation and 

translation invariant feature of the minutia in its neighborhood. It is used 

to find the correspondence of two minutiae sets and increase the 

reliability of the global matching. The global structure of minutiae 

reliably determines the uniqueness of fingerprint. Therefore, the local 

and global structures of minutiae together provide a solid basis for 

reliable and robust minutiae matching. The overall architecture of the 

entire system is shown in figure 2. 
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Figure 2: The overall architecture of the entire examination hall biometric 

fingerprint authentication system. 

 

Hardware Design 

The hardware designed is the fingerprint module for biometric data 

capturing. It comprises subunits such as the power supply unit, 

processing unit, as well as the display unit. 

 

Major Components used in the construction of the scanning device 

The main components used consist of a fingerprint scanner, a 

Bluetooth module, and an Arduino UNO microcontroller. These are 

presented below. 

       a. Mini Capacitive Finger Print Reader  

The mini capacitive Fingerprint reader R301(semiconductor) 

Integrates image collecting and algorithm chip together, has the 

flexibility to adapt to the conditions of the fingers, whether it is 

dry fingers, wet fingers, light texture fingerprints fingers, and old 

fingers, all have high recognition rate. The main application areas: 

can be embedded into a variety of end products, such as access 

control, attendance, safety deposit box.etc. 

b.  Bluetooth Module 

The Bluetooth module is an HC-05 model, an easy to use Bluetooth 

Serial Port Protocol module, designed for transparent wireless 

serial connection setup. It has an Enhanced Data Rate of 3Mbps 

Modulation with a complete 2.4GHz radio transceiver and 

baseband. It uses CSR Bluecore 04-External single-chip Bluetooth 
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system with CMOS technology. It has the footprint as small as 

12.7mm x 27mm. 

c. Arduino Uno Module 

Arduino is a very popular and easy to use the programmable board 

for creating projects. Consisting of a simple hardware platform 

and a free source code editor with an easy "one-click 

compile/upload" feature, it's designed to be really easy to use 

without being an expert programmer. It's been used to make 

robots, home automation gadgets, automotive projects, for 

sensing and controlling lights, motors, locks, etc. (Mark, 2018, 

Jain, Ross and Nandakumar 2014, Panchal and Singh, 2013). 

 

3.3.2 Power Supply Unit 

The power supply unit provides all the power requirements of the 

circuit. For this work, the electronic components in the circuit 

require 9V and 5V Direct Current (DC) voltage supply for 

operation. The circuit diagram for the power supply unit is 

illustrated in Fig 3.

 
Fig 3:  Circuit Diagram of Power Supply Unit 

Electricity from the mains supply of 220/240V Alternating current 

(AC) is stepped down to 9V, using a 220V/12V transformer. The 

stepped-down voltage is further rectified using a bridge rectifier; 

before it is filtered using a capacitor.  The capacitor serves as a 

reservoir that stores charges during the positive half cycle output 

of the rectifier diode and then supplies current to the Load 
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(Electronic Circuit) during the negative half cycle of the rectifier 

output (when the diodes are not conducting). 

𝐶 = I
𝑑𝑡

dv
       (3.1) 

Where:C= capacitance of a capacitor,  I = capacitor current,  dv = 

ripple voltagedt = time taken for each cycle.  

The full-wave rectifier converts each half-cycle, and the effect is to 

double the output frequency so as to get double the number of positive 

half cycles. The output frequency of the full-wave rectifier is twice the 

input frequency as: 

Fout= 2Fin       (3.2) 

This implies that the time taken by each cycle for 50Hz AC is; 

     dt =
1

2Fin
 =

1

     2 X50
     (3.3) 

= 0.01s                

For a 10% reduction in the peak Ripple Voltage from the rectifier 

circuit. This is best for most electronic components. 

Therefore, the value of Capacitance needed was derived using the 

equation; 

𝐶 = 5 ×
𝐼𝑥

𝐹𝑥
× 𝑉𝑜        

  (3.4) 

Where 

F = Oscillating frequency of the AC signal, V0 =peak voltage from 

the rectifier circuit,  

Is = load current.  

Given that: 𝐹 = 2 × 50 = 100𝐻𝑧  (for full-wave)  

Is = 300mA = 0.3A, Vpin=Vrms√2     

  (3.5) 

Where Vrms = 9V from the transform AC mains by the 220V/ 9V 

transformer. This means that;  Vp = 9 X √2 = 12.7279V                                                                                          

  

The voltage drop across each of the four (4) diodes is 0.7V 

whenever it conducts. Thus, the bridge rectifier 

Vpout  =Vpin ‒‒ (2 X 0.7)                                                  

  (3.6) 

Vpout  = 12.7279 ‒‒ 1.4 = 11.3279V 
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Then the capacitance needed is; 

𝐶 = 5 ×
0.3

100
× 11.3279 = 0.1699185 = 169918.5µ𝐅 

The calculated value is impracticable so 1000µF was used 

The voltage rating is selected to be 16V which is less than the peak 

inverse voltage of the rectifier circuit. Therefore, the electrolytic 

capacitor used was rated 1000µF/16V. 

The charging current required is 0.03A, and the required charging 

voltage is 8.6V. Therefore, to calculate the required resistance 

value to use, the equation below is used: 

𝑅1 =
𝑉𝑝𝑒𝑎𝑘 − 𝑉𝑖𝑛

𝐼
 

𝑅1 =
11.3279 − 8.6

0.03
 

𝑅1 =
2.7279

0.03
 

R1 = 22.Ω 

 

Microcontroller Unit 

The circuit diagram of the entire essential inter-connections between the 

microcontroller and the pressure sensor is illustrated in figure 4. 

 
Figure 4:  Complete Circuit Diagram 
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The proposed Minutiae-based Biometric Finger print Authentication 

Algorithm 

1.  Let k bethe total number of registered students 

2.  begin 

3.         Input K of unknown number of students 

4.  // Fingerprint Image acquisition Phase 

5.  Do while not (end of student(k)) 

6.   For j = 1 to k 

7.  Scan fingerprint image(j) 

8.  Segment the fingerprint image(j) scanned 

9.   Estimate the fingerprint image(j) 

10.   Perform Minutiae extraction/enhancement of fingerprint 

image(j) 

11.  Store the enhanced fingerprint image(j) into the database 

12.   end for (j) 

13.  // Fingerprint matching Phase 

14.  For I = 1 to k 

15.   Get the core points location of the enhanced fingerprint 

image from the database 

16.   Extract all minutiae from the fingerprint image  

17.  Get the minutiae location(X,Y coordinate) and their types, 

type1 for termination and type2 for bi-truncation 

18.  Classify each type of minutiae found into two track and 

store in a database table      (i.e Minutiae Table) 

19.  end for i 

20.      // Authentication Phase 

21.   Capture the fingerprint of the student to verify 

22.  Apply steps 5 to 19 above to obtain its minutiae table T 

23. Retrieve all the minutiae tables correspond to the different classes 

of the claimed fingerprint from the database 

24. Generate the absolute difference differences between the Table T 

and all other minutiae tables from the database 

25. Generate the Sun of all cells in the columns of Type1 and Type2 for 

each different Tables 
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26. Compute the Geometric mean of the summation of type1 (GSM1) 

and Type2(GSM2) 

27.  If GSM1 <= threshold2 and GSM22<= threshold2, then 

28.    The Student is Authentic and Accepted 

29.  Else 

30.  The student is an Impersonator and is Rejected 

31.  End if 

32.  End do. 

 

System Implementation 

This section presents detail description of the realization and 

implementation of the biometric fingerprint examination hall 

authentication system. The presentation of the application of the 

proposed methodology for the analysis and verification of students’ 

fingerprint images was showcased. This section also presents the 

various tests carried out and their results. Both hardware trouble 

shooting and software debugging were also carried out. 

 

Construction of Circuit 

The components for the construction of the fingerprint device were 

purchased from an electronic shop and were properly checked to ensure 

the correctness of their component values before use. The components 

were first mounted on a bread board. The bread board provide a quick 

easy means of connecting the components without soldering; hence, 

troubleshooting can be carried out with relative ease and necessary 

corrections effected. The system was tested for overall performance on 

the breadboard and after satisfactory operation; the components were 

transferred from the breadboard to the print board for permanent 

connections 

 

Soldering Method and Precaution 

The 15watts soldering iron was connected to the mains 230V supply and 

allowed to heat up to a point sufficient enough to melt the soldering lead 

within a short time to avoid the component from contact with heat for 

too long which may affect the values and general performance. The 
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soldering lead was then applied onto the tip of the hot soldering iron 

with great precession and timing to avoid too much lead on a particular 

soldering surface which may bridge the conduction path of the bread 

board. After successful soldering, a sharp cutter was used to cut the 

component and jumper terminals leaving a clean and attractive soldering 

surfaces as shown in Figure 5. 

 

 
Figure 5: Pictorial View of the Project on Vero Board 

 

Packaging 

A plastic material was used to house the whole circuit. The choice of the 

plastic material was based on its thickness, insulation and attractive 

appearance that easily house the circuit both within and on the case. The 

size was also carefully chosen to conform to the technological 

advancement. The LCD, the module and the control keys was mounted 

at the front side of the casing as shown in Figure 6. 

 
Figure 6: Complete Packaging of the System 

 

Position of the Fingerprint 

In order to capture the most minutiae, maximize the surface area of the 

finger on the fingerprint input window. 

Figure 7 and figure 8 shows the correct  and wrong positioning of the 

finger on the input windowrespectively. 
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Realization of the Fingerprint Examination Hall Authentication System 

Using Java Programming Language 

The function of the administrator is to enroll new students, delete 

existing users, and refreshes the memory of the system. The 

administrator also allocates I.D to all the students to be registered. 

 

To register a student for examination: 

1. Turn the switch ON, Open the mobile android application. 

2. From the app, turn the Bluetooth device ON and connect to 

device. 

3. From the list of Bluetooth devices listed select HC-05, from the 

app, select new registration. 

4. Enter the desired I.D number from the hardware and press the 

* key. 

5. Place the students finger on the sensor, when it is captured, 

remove it and place it back again to be sure of the finger 

captured. 

6. Enter the student’s details ranging from name and 

matriculation number. 

7. Save the students details 

8. Refresh the application by closing it and restart it. 

9. Reconnect the device to the application and press the # key on 

the hardware 

To authenticate a given Student 

10. Go to view attendance 

11. Place the students thumb on the scanner, press the Verify key 

12. The result will be displayed if student is registered for the 

examination or not 

Figure7: Correct Positioning Of Finger on 

scanning device 

 

 

Figure 8: Wrong positioning of fingers on the 

scanning device 
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13. To refresh the system memory: Power OFF/ON the system or 

press the refresh key on the hardware device. 

 

Graphical view of the mobile app. 

Figures 9a, b, c and d shows, the mobile application response to the 

hardware inputs  

From the home page Turn Bluetooth ON and establish connections then 

Enroll Students I.D, thumb, name and state of origin then click on 

save data button,the system displays“File Saved Successfully”.         

  

Figure 9a:The Home page    Figure 9b: Students Data 

capturing Page 

 

 
Figure 9c: Page Displaying unauthentic Students. Figure 9d: List of 

Authenticated Students 
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Testing 

All components were tested to make sure they are working properly and 

then after the components were mounted in the Vero -board it was also 

tested for continuity. After components were soldered on the Vero 

board, continuity checks were carried out on each point with the help of 

multi-meter to ensure that all contacts and connections were properly 

made. After which the device is powered.Thereafter, the device was 

tested using twenty students. The thumb finger and identity number 1, 2 

,3, ……10  were assigned to the students respectively with different 

names and matriculation number during the registration process which 

later displayed the names and matriculation number of the students 

during verification process. Afterwards, different users who were not 

registered were used and it clearly showed on the mobile application 

that “attention! Student is not eligible”  

 

System Evaluation and Analysis of Result 

In this section, efforts are being made to evaluate the performance of 

our system by applying the result of the experiment conducted. The 

result was presented and analyzed in order to evaluate the quality of our 

biometric fingerprint examination hall authentication system based on 

the minutiae authentication model.  

 

Performance Evaluation of the Proposed Biometric Fingerprint 

Authentication System. 

Performance evaluation is a technique of measuring the accuracy and 

effectiveness of a model. It can also be used to measure a model’s ability 

to correctly identify of verify a new fingerprint image in real life analysis 

(Nsofor, 2006). 

To perform an accurate evaluation of a classifier, predictive, or an 

identification/ verification system, an appropriate datasets must be 

used.(Melville and Sindhwani, 2010).  To this effect, the present 

biometric fingerprint authentication system adopts the internal data set. 

We applied the fingerprint images data captured from the students of 

the National Open University of Nigeria, Kaduna study center, during the 

2019/2020 registration exercise. We divided the fingerprint image data 

into five parts, four parts were used as training set while the remaining 
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one part was used as testing set. The class of the testing part was 

considered unknown, while the class of the training set was considered 

known  and used to authenticate the class of the known. 

The proposed authentication model was run for over fifty times using our 

developed mobile application implemented with Java programming 

language. 

 

The result was recorded for: 

Authentic/Eligible verification and Not Authentic/Not Eligible 

verification. 

False Rejection (fr) i.e. the actual Eligible but classifies Not Eligible 

True acceptance (ta) i.e. the actual Eligible and classifies as Eligible 

False acceptance (fa) i.e. the actual Not  Eligible but classifies as Eligible 

True rejection (tr) i.e. the actual Not Eligible and classifies Not Eligible 

In recording these results, attention was paid to checking the correct 

fingerprint position on the scanning device so as to minimize 

authentication errors. 

We compute the precision rate and the F1-Measures. The run-time of the 

proposed model was also recorded at different length of authentication, 

so as to determine the execution speed of the proposed model. Figures 

10 and 11 shows the experimental results. 

The adopted F1-Measure was used to evaluate the authentication quality 

of the proposed model. 

F1-Measure is the harmonic means of the precision and recall (Rijsbergen, 

1979). 

Where:  

Precision (P) = ta/(ta+fa) 

Recall (R) = ta/(ta+fa) 

F-Measure = 2. ((Precision.recall)/(Precision+recall)) 

This is called F1-Measure since Precision and Recall are weighted. The F1-

Measure from our experimental result using our data set is shown in 

figure 10.  
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Figure10:Minutiae-Fingerprint Model  F1-Measure      11: Minutiae-Fingerprint Model Run-Time (seconds) 

 

Discussion 

The result of our experiment shows an outstanding performance of the 

proposed Biometric fingerprint based examination hall authentication 

system on smart devices driven by Minutiae-based model. 

We conducted experiment for about 50 different length of 

authentication; the proposed model has over 72% F1-Measure as shown 

in figure 10. We also experimented the execution speed of our proposed 

model by recording its run-time at different length of authentication 

using our experimental fingerprint images data set. The result of the 

experiment shows low run-time, this implies that the proposed 

authentication system is faster, accurate, efficient and appropriate 

authentication technique for this study. Figure 11 shows the run-time (in 

seconds) of the proposed authentication system at different length of 

identification/verification.  

Therefore, the proposed biometric fingerprint examination hall 

authentication system driven by minutiae based algorithm is capable of 

producing a faster, accurate and efficient fingerprint identification 

consistently especially when faced with large volume of data sets. 

 

Summary of findings 

The main objective of this work is to develop an accurate, efficient, 

flexible, faster, user friendly biometric examination hall authentication 

system. This is achieved through the design and development of both 

hardware system and software model that can be effectively used to 

perform biometric fingerprint authentication during student’s 

examination period. This is aimed at assisting both the students and 

teachers to be able to verify authentic candidates for the examination on 

their smart devises, so as to eliminate the menace of impersonation 



 

TIMBOU-AFRICA ACADEMIC PUBLICATIONS 
AUG., 2021 EDITIONS, INTERNATIONAL JOURNAL OF: 

 

TIJERAT 154 

ENGINEERING RESOURCE & TECHNOLOGY VOL.6 

ISSN: 2707-5654 

during the exams and to avoid any forms of examination malpractices. 

This is achieved by designing a hardware scanner device capable of 

capturing potential students biometric fingerprint images during 

registration exercises, stores it in a database for authentication purposes 

during the examination. 

The work also showcases the development of a mobile application using 

Java programming languages in order to authenticate genuine 

candidates for the examination.  

The result of the conducted experiment were presented and analyzed. 

Our experimental result shows that the present work achieved about 

70% of the system requirements. The requirement for serial 

communication was achieved with the interfacing circuit. Test was 

carried out on the system both on bread board and on the Vero board. 

The results also show that the mobile application response to the 

hardware inputs appropriately.  

The findings of the study can now be used by academic institutions to 

plan the upgrade and implementation of the examination process 

through the adaptation of our system.  

 

CONCLUSION AND RECOMMENDATIONS 

Conclusion 

The implementation of an exam hall authentication system using 

Bluetooth and an android mobile device is achieved in this work. 

Arduinouno was used in the design and it is programmed using the C 

programming language.  It is concluded that the final project achieved 

about 80% of the project requirements. The requirement for serial 

communication was achieved with the required is interface circuit. The 

result obtained shows that, only students who are registered will be 

displayed on the android device otherwise it will draw the attention of 

the invigilator notifying him that the student is not registered therefore 

not eligible to seat for the examination. 

 

Recommendations 

In order to increase its efficiency, it is recommended that further work 

should focus on the use of Voice recognition in place of the fingerprint 

sensor for people with leprous hands, Time response of the device 
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should be increased. Mechanize doors should be used to automatically 

open or remain closed to students who try to have access to the 

examination without due registration. A buzzer should also be 

incorporated in order to notify the security to arrest illegal students. 
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