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Abstract 

  In current world application development, 

organizations are introducing agile and lean 

software development techniques namely DevOps, 

in operations to increase the pace of their software 

development process and to improve the quality of 

their software. However, such practices increase 

workload by tremendous amount until it is difficult 

to achieve without the help of technology. In this 

paper we describe the role of docker in DevOps. We 

first summarize the results of a Literature Review 

that we performed to discover what researchers 

have written about DevOps and Docker. We then 

gather the related works on our special topic 

proposal. In the next section, we discuss our 

findings from the papers we review. Then, we 

describe the results of different study on DevOps, 

Docker and the relation between them. As part of 

our findings, we observed that most organizations 

that practices DevOps require Docker technology 

to empower their production. 

 

Introduction 

A tremendous impact had occurred on the software development as Software 

Development Life Cycle (SDLC) was introduced by software engineer. Spiral 

model and Waterfall model are the well-known model that use the practice of 
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SDLC and widely used by most of the software development (Ally and Ning, 

2015). After that, SDLC is further improved and refined and new practices have 

been introduced such as Agile Development that is far more flexible and 

adaptive which suite the environment better. Although the efficiency of the 

development process of the software had been increased, but the problem of 

cooperation between the developer and the operator of the software still exist 

and this cause the program need to undergo longer development time to produce 

a perfect software that suits the expectations of the developer and the operator. 

Therefore, a new idea, DevOps has been introduced to overcome this problem 

and it has become the latest trend in software development. 

In order to adapt to changing environment of development process, many new 

technologies are being created. Cloud computing has greatly reduced the 

dependency of physical connection of all the computer or devices when 

delivering system (Choudhary and Rakesh, 2016). However, this also brings out 

a problem where the communication of different platform hard to be achieved. 

Besides, improvising large monolithic system tend to be exhausting in fast 

changing demands. Thus, another new technology has been created to solve this 

problem which call virtual container and microservices, and Docker is one of 

the well-known service providers.  

In current world application development, DevOps practices prioritizes user 

demands which in return intensify the process of maintaining the system. This 

involves delivering system across multiple platforms while guarantee the 

consistency and usability of the system. Many rather not prefer virtualization 

technology as it consume large CPU resource and time consuming. That is why 

containerization technology kicks in which offer almost identical services while 

less resources are required. Docker has become the popular choice for DevOps 

development because it provides not only containerization engine but also 

comprehensive management services that allow smooth development. 

 

CURRENT GLOBAL APPLICATION UPGROWTH 

In the past information system industry, most of the development methodology 

or development style does not include the concept of system development life 

cycle. The whole process of software process will be done once only. This kind 

of development cause most of the software that had been finished developed 

does not meet the requirements of the clients. Therefore, the new or latest 

development methodologies are being created in such a way that they contain a 
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cycle of few processes and the developments are considered finished once the 

system meets the requirement of the clients. Although most of the new 

development practices are built in a life cycle, but old development models like 

waterfall model still being used by the industry on simple and universal system. 

As the development of software 

engineering progressed, software development life cycle (SDLC) has been 

introduced to the industry. The whole process of the development of system are 

being repeated until the system meets the requirement of the client. This 

repetition process refines and fix the current system until it satisfied the client. 

Later, many methodologies such as Structured Systems Analysis and Design 

Methodology (SSADM), Integrated Definition (IDEF) and Agile methodology, 

Ally and Ning, (2015) had been born to fit the current software development 

environment. As the evolution of the software engineering move further, it 

improves the development by taking care of the involvement of the operation 

team of the software development team into consideration. Thus, DevOps has 

been designed and introduced to the industry to increase the efficiency and 

quality of the software development process. 

 

DevOps 

DevOps is one of the latest software development methodologies that has been 

created by extending the Agile methodology. DevOps is developed on top of 

the concept of flexible, scalable and very versatile (Choudhary and Rakesh, 

(2016) besides improving the efficiency, effectiveness and quality of the system 

by adding in the cooperation between development team and operation team. 

The definition of DevOps is a software development methodology that focuses 

on practices or methods that provide bridge among developer team and 

operation team that stress the concept of cooperation and communication, 

continuous integration and quality assurance by using automated deployment 

(Jabbari et al., 2016). In DevOps, collaboration between the development team 

and the operations team are being maximized by continuous integration and 

process to refine the application (M. Rowe and P. Marshal, 2012). Before 

DevOps is used, high portion of the systems that are being created are failed to 

be deployed because their architecture or design did not fit the current 

environment. That software may meet the requirement of the client, but 

conflicts occurred during the operation state. That software has led to many 

issues in terms of security, incompatible or database. 
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Linux Container 

Virtualization is the process of splitting up the physical machine into several 

virtual components that each of the components are host and run at different 

places like other machine or server [4]. This process can save large amount of 

processing power of the local machine as the process are runs in other machine 

but not local machine especially some huge programs or programs that require 

extremely high processing power. However, transferring those huge data such 

as images across the network will result in a complex activity to be performed 

and managed. In order to overcome these problems, containerization had been 

created. 

 

Figure 2.2.1 Structure of Container Technique 

(Kovacs, 2017) 

Containerization, this new generation of 

virtualization provide a separate and personal 

space for each different process without the 

need of a hypervisor to control the machines. 

As been mentioned, each of the processes have 

separate spaces, so there is no interference 

between each of the processes. If one of the processes is malfunctioning, it will 

not affect the processes. The main purpose of the containerization is what if we 

develop an application with special software libraries, these libraries can be 

shared within the container. As a result, it improves the reproducibility of the 

different experiments and thus have a major impact on the scientific area (Salah 

et al., 2017). This is also the reason that containerization is being widely used 

in industry after it has been introduced. 

 

Docker 

First of all, Docker is an open source project that builds on many long-familiar 

technologies from operating system research: LXC containers, virtualization of 

the OS, and a hash-based or git-like versioning and differencing system, among 

others (B. Rad et al., 2017). 

Next, based on the overview of Docker on the official documentation 

docs.coker.com, Docker is an open platform for developing, shipping and 

running applications. Docker enables users to separate their application from 

their infrastructure in the same ways users manage their applications. The 
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greatest advantages by using Docker is to reduce the delay between writing code 

and running it in production while users use Docker for shipping, testing and 

deploying code. However, Docker can provide more features and tools for users 

to manage the lifecycle of users’ containers. It includes:  

● Develop application and its supporting components using containers. 

● Container becomes the unit for distributing and testing application. 

● When users are ready, they deploy their application into their production 

environment as a container or an orchestrated service. This works the same 

whether their production environment is a local data center, a cloud provider or 

a hybrid of the two.  

After the overview of Docker, Docker engine is a client-server application with 

a long- running program server, a rest API to specify interfaces that programs 

can use to talk to the daemon and instruct it what to do and a command line 

interface client (B. Rad et al., 2017).  

 

Figure 2.3.1. Engine of Docker  

From the software engineering side, Docker 

is a container virtualization technology. So, 

it is like a very light-weight virtual machine 

to solve some problems. However, there is 

some difference between Docker and VM. 

the first and obvious one is the structure:  

 

 

Figure 2.3.2. Difference of VM and 

Docker  

A virtual machine is a system which 

acts like a computer, but Docker is as 

a tool to help users use containers to 

make creation, deployment and 

running of application a lot easier. 

VM is more resource usage but 

Docker has less resource usage. Based on the overview and the comparison 

between Docker and VM, the architecture of Docker will be shown. 
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RELATED WORKS  

Architecture of Dockers 

In the overview of Docker, it is easy to find the basic architecture of Docker is 

Client-Server architecture. The Docker client talks to the Docker daemon which 

does the heavy lifting of building, running, and distributing users Docker 

containers. Docker consists of 3 main components: Client, daemon and 

registries. Each component has their own features in the Architecture of Docker 

(Kovacs 2017): 

The Docker daemon (docker) listens for Docker API requests and manages 

Docker objects such as images, containers, networks, and volumes. A daemon 

can also communicate with other daemons to manage Docker services. 

The Docker client (docker) is the primary way that many Docker users interact 

with Docker. When you use commands such as docker run, the client sends 

these commands to docker, which carries them out. The docker command uses 

the Docker API. The Docker client can communicate with more than one 

daemon. 

A Docker registry stores Docker images. Docker Hub is a public registry that 

anyone can use, and Docker is configured to look for images on Docker Hub by 

default. You can even run your own private registry. If you use Docker Data 

center (DDC), it includes Docker Trusted Registry (DTR).  

When you use the docker pull or docker run commands, the required images are 

pulled from your configured registry. When you use the docker push command, 

your image is pushed to your configured registry.  

An image stream can be used to automatically perform an action, such as 

updating a deployment, when a new image, such as a new version of the base 

image that is used in that deployment, is created (D. Jaramillo, et al., 2016). 

 An image stream comprises one or more Docker images identified by tags. It 

presents a single virtual view of related images, similar to a Docker image 

repository, and may contain images from any of the following:  

1. Its own image repository in OpenShift’s integrated Docker Registry 

2. Docker image repositories from external registries 

3. OpenShift components such as builds and deployments can watch an image 

stream to receive notifications when new images are added and react by 

performing a build or a deployment 
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DevOps Practices 

For the DevOps Practices in DevOps, there are eight commonly used practices, 

it includes Test Automation, Integrated Change Management, Continuous 

Integration, Integrated Configuration Management, Continuous Deployment, 

Application Monitoring (M. Rowe and P. Marshall, 2012) 1. Test Automation 

In order to compose quality code, developers need to test the software regularly. 

DevOps allows for early testing that gives developers an opportunity to identify 

and resolve the issue during software development rather than later in the 

process (Floris, et al., 2017). 

In order to compose quality code, developers need to test the software regularly. 

DevOps allows for early testing that gives developers an opportunity to identify 

and resolve the issue during software development rather than later in the 

process (Floris, et al., 2017). 

Automated testing allows for quicker execution of SDLC (Software 

Development Life Cycle) in comparison to manual testings. Test automation 

can be applied to the database and networking changes, middleware 

configurations, and code development using regression testing and load testing. 

Test automation can be accomplished by performing varied activities such as 

identifying test scenarios and cases, choosing the right set of tools for 

automation, setting up an appropriate test environment, running test cases and 

analysing results. 

2. Integrated Configuration Management 

Configuration and change management are integral parts of the operations 

(Wettinger, et al., 2015). Configuration management is about automation, 

monitoring, management and maintenance of system-wide configurations that 

take place across networks, servers, application, storage, and other managed 

services. 

Integrated configuration management enables the development teams with a 

bigger picture. It allows to utilize the existing services during the software 

development rather than investing time and efforts in reinventing the new 

services from scratch. 

3. Integrated Change Management 

Change management is a process in which configurations are changed and 

redefined to meet the conditions of dynamic circumstances and new 

requirements. During the configuration management, if any changes are 

required then change management comes into the picture. The operations teams 
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provide their inputs on what opportunities and consequences the change might 

expose at the wider level and what other systems could be impacted. 

4. Continuous Integration 

It is a DevOps software development practice where the development team 

regularly updates the code changes in the repository after which the automated 

builds and tests run. Continuous Integration practices allow developers to carry 

out integrations sooner and frequently. Whereas CI tools help them to detect the 

integration challenges in new and existing code and solve them at the earlier 

phase only. Thus, CI improves collaborations amongst the teams and ultimately 

builds a high-quality software product (Wahaballah, et al., 2015). 

5. Continuous Delivery 

Continuous Delivery is a DevOps practice where the newly developed code is 

updated by 

developers, get tested by the QA team at the different stages by applying both 

automated and manual testings, and once the case passes all the testings 

(Wettinger, et al., 2015), it gets into the production. It allows the development 

team to build, test and release the application faster and frequently, in short 

cycles. 

It helps organizations to increase the number of deliveries, reduce manual 

works, minimize the risk of failure during production, and more. 

6. Continuous Deployment 

The deployment process contains varied sub- processes such as code creation, 

testing, versioning, deployment, post-deployment, etc (M. Rowe and P. 

Marshall, 2012). In the continuous deployment process, the code is 

automatically deployed in the production environment once it successfully 

passes all the test cases in QA, UAT, and other environments. A lot of tools 

available that perform continuous deployment start from staging to production 

with minimum human intervention. 

7. Application Monitoring 

App infrastructure monitoring is very crucial to optimize the application 

performance, whether it is deployed on the cloud or local data centre (Kang, et 

al., 2016). If a bug hits the application during the release process, then it will be 

turned into the failure. So, it is very important for the development teams and 

operations teams to consider proactive monitoring and check the performance 

of the application. Various tools are available for application monitoring that 
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offer a lot of metrics related to applications, infrastructure, sales, graphs, 

analytics, etc. 

8. Automated Dashboards 

Leverage the DevOps intelligence with the automated dashboard. It will provide 

the data along with detailed insights and reports of every operation such as the 

number of tests run, tests’ durations, the number of failure and success in testing 

(Lianping, 2018). It allows to review configuration changes made to the 

database and server and deployments that have taken place across the system. 

The dashboard acts as a centralized hub that enables the operations team with 

real-time data insights which help them in selecting the right set of automation 

tools testings. Moreover, there are varied logs, graphs, and metrics that enable 

operations teams with a holistic view of 

changes happening in the system.  

 

RESEARCH METHODOLOGY 

Research methods are the procedures used in conducting any research projects. 

In our case, the research methodology that we’ve chosen for this special topic 

proposal is through literature survey. First and foremost, we made problem 

discovery on current world application development. By collecting a handful of 

recently published articles, journals, books and so on, literature survey is 

conducted to come out with an organized summary to present conclusion of 

comparisons based on all those technical or literature reviews. 

We adopted a qualitative approach for analyzing the included studies. First, we 

read the papers, wrote research notes and applied labels to each paper. We then 

grouped the labels with a similar meaning. Whenever a label was added, we 

cross checked whether this label could also be applied to the papers processed 

earlier. This approach was inspired by Grounded Theory (M. Rowe and P. 

Marshall, 2012). in which newly collected knowledge is compared with existing 

knowledge throughout the research process. We used a spreadsheet for 

recording labels. 

 

RESULT 

Table I below describes the quality of the studies, gives a short summary and 

relates each paper to the research question it contributes to. Based on the 

research, DevOps is a software methodology that provide a linkage for the 

development team and operation team. Besides that, DevOps also emphasizes 
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continuous integration and testing of the system. In order to achieve this, 

DevOps will integrate many software developments tools. The tools included 

are used to do different software testing and prototype. For example, during the 

designing phase, the development team will make analysis on the client’s 

requirements and analysis tool will be used to provide a good data analysis and 

provide accurate output and make forecasts about the outcome. In order to 

reduce the gap between the development team and operation team, software is 

also used to improve the communication among them. All of the tools used in 

DevOps practices are linked tightly with the use of cloud and internet. Besides 

that, for the continuous deployment and testing of the system will be held on 

the cloud or virtual machine to increase the efficiency and allow the data and 

information sharing highly available among the whole development team and 

operation team. 

After analyzing the structure and practices of DevOps, we can figure out that 

Docker have high tendency to be used to improve the current state of DevOps 

methodology. First, Docker provide virtual container service to the clients. The 

container provided by Docker is able to provide good and secure platform to the 

company or developer to deploy their system for testing. The developer can also 

host their microservices server by using Docker container. This can reduce the 

work of the developer to manage different servers. As each of the container will 

not affect the other container, bug or error caused by one of the modules, 

subsystem or services will not affect the whole testing processes and 

deployment. Although all the subsystems that are deployed for testing are 

operate in parallel, but they will not interfere with each other. This can maintain 

the accuracy of the testing phase. 

In addition, Docker Container has is far more powerful to other deployment 

method such as using virtual machine or server. The advantages of Docker 

Container include: 

1. Speed One of the ways to compare two different system is by comparing their 

speed or call performance. When the benefits of using docker are highlighted, 

it would be incredible not to mention about the speed of docker in the 

conversation (Chavis & Architect, 2015). The duration consume during the 

setup of the Docker container environment is easy and very fast as the system 

is relatively small compare to other way of deployment such as using virtual 

machine or host on server. Therefore, all the process of DevOps like continuous 
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deployment, testing, and integration can be done easily and quickly once the 

container environment is completely setup (Ahmed and Pierre, 2018). 

2. Portability All the systems or subsystems that are host or deployed on Docker 

Container are extremely versatile as they can be manage separately and it will 

not interrupt each other. Thus, all the systems or subsystems can be removed or 

added in whenever we want as the developer do not need to consider it will 

interrupt or affect the other system (Rufino, et al., 2017). 

3. Scalability In term of scalability, Docker can be setup on multiple platform 

such as physical server, data server or cloud platforms. Docker Container is 

design and created as a Linux system that can host cross-platform system. This 

means that, an Android based, iOS based, Windows based, and Linux based 

application can be host or run in the Docker Container setup (Ahmed and Pierre, 

2018). 

4. Rapid Delivery 

As the docker Container environment and the deployment of the system by 

using the Container services are being manage differently, the user will not need 

to consider the aspect of the administrator as the user is only using the space 

provided by Docker to deploy the system as the Docker Container environment 

is manage by the administrator of the Docker company. Without the 

dependency between the system deployed and the Docker Container 

environment, the user can delivery and manage their system fast. Docker 

provides a reliable, consistent, and improved environment, so predictable 

results can be achieved when codes are moved between development, test and 

production systems (Chavis & Architect, 2015). 

5. Density Docker Container do not have a hypervisor which act as a master 

program that used to manage all the program that run inside the machine. This 

result in the less processing power is used to do unrelated work on the 

hypervisor which are not useful for the user such as developer. This increase 

the density of the data or information that can be process by the machine on the 

systems that are running on the Docker Container. As the overhead of the 

system is low, the performance of the system run in the Docker Container can 

be increases compare to the system that deploys or hist in a virtual machine 

(Rufino, et al., 2017). 

Although Docker Container can help the developer in many aspects, but it still 

has some disadvantages on other aspect. The disadvantage includes:  
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• Although Docker Container can provide personal container for different 

application to run on themselves without interfering the other 

application, but complete virtualization is still cannot be achieved as it 

still depends on the Linux Kernel. 

• Docker Container cannot run on old machines. It only supports 64-bits 

machine and the older or machine with 32-bits are unable to run Docker 

Container. 

• Docker Container Environment can only be setup and run on the Linux 

machine. Although Docker container can host or run cross-platform 

application but Docker Container itself need to be host or run on a Linux 

machine. 

•  

Table I: Summary of each Paper 

Title Summary 

Automated 

Capturing and 

Systematic Usage of 

DevOps Knowledge 

for Cloud 

Applications 

This paper presents a collaborative and holistic 

approach to capture DevOps knowledge in a 

knowledgebase and show how this knowledge is 

utilized to deploy and operate Cloud Application. 

An approach using 

Agile Method for 

Software 

Development 

This paper report results from a study, which aims to 

organize analyse and make sense out of dispersed field 

of agile software development methods. Based on the 

result of the analysis, practitioners are in a better 

position to understand the various properties of each 

method and make their judgement in a more formed 

way. 

An Introduction to 

Docker and analysis 

of its performance. 

This paper analyses Docker function such as automate 

the applications when they are containerized. An extra 

layer of Docker engine is added to host operating 

system. The performance of Docker is faster than 

Virtual Machines as it has no guest operating system 

less resource overhead. 

Collaborative 

Gathering & 

This paper presents the concept of collaborative 

solution repositories, which are based on established 
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Continuous 

Delivery of DevOps 

Solution through 

Repositories 

software engineering practices. This help to 

systematically maintain and link diverse solutions. 

Finally, an integrated architecture is outlined and 

validated using a prototype implementation. 

Container and 

Microservice 

Driven Design for 

Cloud 

Infrastructure 

DevOps 

This paper quantifies the efficiency of container-based 

microservice-style DevOps compared to the VM-based 

approach and study the scalability of the stateless and 

stateful containerized components. 

Docker Container 

Deployment in Fog 

Computing 

Infrastructures. 

This paper identified three sources of efficiency in the 

Docker deployment process and proposed three 

optimization techniques which, once combined 

together, speed up container deployment roughly by a 

factor 4. 

Monitoring V2X 

applications using 

DevOps and 

Docker. 

The growing demand for new and better solutions lead 

to two of the biggest challenges faced in IoT scalability 

and interoperability. This paper proposes a highly 

modular and easily distributable architecture built 

upon DevOps practices and relying edge computing to 

enable V2X. In the proposed architecture, each 

component makes use of Docker platform to create and 

deploy fully independent self-contained microservice. 

Towards Unified 

DevOps Model 

The DevOps community fosters collaboration between 

development and operation staff; however, this 

collaboration may cause a dangerous problem called 

conceptual deficit. The Conceptual deficit comes from 

incomplete, wrong, or unimplemented non-functional 

requirements. 

What is DevOps? A 

Systematic Mapping 

Study on Definition 

and Practices 

This study focused on the investigation of research 

articles view DevOps and which definitions practices, 

and relations to other methods were studied. 

What the Current 

System 

Development 

This paper summarized that the current development 

trends require system development methodologies that 

are: more flexible and scalable; quick to respond in 
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Trends tell us about 

Systems 

Development 

Methodologies 

requirement change that allow continuous 

development of the systems thereby enhancing a better 

customer satisfaction. 

 

DISCUSSION 

In today's technology world, various technologies are used by different 

organizations or developers. However, the development of science will not stop, 

and it is still developing at a high speed. In this background, our research team 

is dedicated to exploring the application of DevOps in Docker and the software 

and hardware requirements of these two technologies. At present, according to 

our group's literature reading on this topic, we found that some of them are 

controversial, for example, there is no consensus on what concepts DevOps 

covers and how to define DevOps. But most of them give accurate definitions 

and concepts. For example, the basic structure of Docker and the processes that 

Docker runs have a clear consensus, which is very helpful for the topic of our 

research group. Among them, DevOps embedded in Docker to simulate a V2X 

system is a good example. This shows the general deployment scenario: Docker 

is responsible for deploying local and enterprise systems. DevOps is then 

integrated into the Enterprise system for operation as a whole, and then 

transmitted through the internal structure of Docker (Kovacs, 2017). In the 

research results of our group, Docker will deploy Docker build, Docker pull, 

and Docker run in Client to ensure that Docker can connect to the Docker host. 

And Docker daemon acts as a switch to connect the client and registry. Then 

Docker daemon runs or finds the corresponding Container and images files to 

adapt to this process. Finally, the registry returns information after receiving the 

request of Docker daemon (Kovacs, 2017). As the Docker has many advantages 

compare to other hosting services provided by other such as physical server, 

virtual machine or cloud platform, Docker Container will bring a big impact on 

the software engineering field. Docker do not just increase the efficiency of the 

deployment, integration and testing of the software but it also provides a more 

dynamic, faster, scalable and portable environment to the user.  

As been discussed before, Docker Container still contain some drawbacks, but 

some of the drawbacks are problem that can be solved. For example, Docker 

Container can only run on 64-bits machine; if we do not have a 64-bits machine, 

we can buy a server from service provider or host the Docker Container by using 
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cloud platform. This can also solve the problem of incompatible problem of 

Docker Container on Windows and Mac machine. 

 

CONCLUSION 

DevOps is an emerging paradigm to actively foster collaboration between 

system developers and operations in order to enable efficient end-to-end 

automation of software deployment and management processes. DevOps as a 

technology suffers from certain limitations, but it is not enough for today's 

technology applications. The research purpose of our research group is based 

on this background, to study how to introduce Docker in DevOps to improve 

the applicability and functionality of DevOps. In order to improve the current 

DevOps performance, Docker is one of the high tendency candidates that should 

be considered. 

We hope to find examples of using Docker in DevOps. From our literature 

review and research, we found that DevOps can be run as an add-on to Docker. 

Because Docker can be used as an independent software application in practical 

situations and has already been put into use. DevOps can also be used as part of 

strengthening this process. 
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