
 

 

 

 

 

 

COMPUTER STORAGE VERSUS 

CLOUD STORAGE; THE BENEFIT, 

CHALLENGES AND WAY FORWORD 
 

 

MR. ABUBAKAR ABBA 

Computer Science Department, Federal College Of 

Education, Zaria 

 

Abstract  

Cloud computing 

service is very useful in 

various sections of 

human activities and it 

has been a future 

information technology 

design for 

organizations or 

companies in the next 

generation. It moves 

the data maintained by 

cloud service provider 

on the cloud storage 

servers which prevent 

too much burden on 

users such as control of 

the physical data 

possession. There are 

two primary methods 

of storing digital data: 

locally on an 
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INTRODUCTION  

Cloud computing is 

one of the internet 

based computing 

paradigm where by 

large pond of 

computing systems 

are linked in public or 

private networks in 

order to give dynamic 

and scalable structure 

for an application, 

data and file storage. 

It serves as a practical 

approach to direct 

cost benefit 

advantages and 

potential data center 

transform to a 

variable priced 

environment (Sonia & 

Anjali, 2015). 

According to 

(Armbrust M. 

,2017), Higher 

Education (HE) 

landscape around 

the world is in a 

constant state of 

flux and evolution, 

mainly as a result of 

significant  
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external hard drive or 

remotely with a third-

party cloud storage 

service. Both options 

have distinct 

advantages and 

disadvantages so 

knowing exactly what 

those are can help you 

choose the method that 

is best suited for you 

and your data. This 

paper describes the 

benefit, challenges and 

way forward of storing 

data on cloud and 

computer system.

file:///C:/computers/storage/best-external-hard-drives/
file:///C:/services/web-hosting/best-cloud-services/
file:///C:/services/web-hosting/best-cloud-services/
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challenges arising from efforts in adopting new and emerging technologies. This is 

mainly as a result of a new genre of students with learning needs vastly different from 

their predecessors, and it is increasingly recognized that using technology effectively 

in higher education is essential to providing high quality education and preparing 

students for the challenges of the 21st century.   

According to (Griffith R., 2017),  the concept of “computing in the cloud” is about the 

delivery of IT services that run in a web browser; the type of services ranges from 

adaptations of familiar tools such as email and personal finance to new offerings such 

as virtual worlds and social networks. Storage of digital data is an important service 

among these. Cloud computing is a computing platform that resides in a service 

provider’s large data centre and is able to dynamically provide servers the ability to 

address a wide range of needs of clients. 

Matthews J.N (2017), the cloud is a metaphor for the internet. Some people call it the 

worldwide computer. Technically, it is a computing paradigm in which tasks are 

assigned to a combination of connections, software and services accessed over a 

network. This network of servers and connections is collectively known as the cloud. 

Computing at the scale of the cloud allows users to access supercomputer-level 

power. 

Instead of operating their own data centers, firms might rent computing power and 

storage capacity from a service provider, paying only for what they use, as they do 

with electricity or water. This paradigm has also been referred to as “utility 

computing,” in which computing capacity is treated like any other metered utility 

service—one pays only for what one uses ( Rabkin A, 2017). According to 

(Bhardwaj.S2017) identifies the typical uses of cloud computing to academics, as 

follows: 

 It can be used as a personal workspace. 

 A convenient tool to make teaching and learning interactive and also has strong 

potential for social interactivity. 

 Personal Learning Environments (PLEs) used by many people as an alternative 

to institutionally controlled Virtual Learning Environments (VLEs) with 

different personalized tools to meet their own personal needs and preferences; 

as teachers we are always learning. 

 Provides opportunity for ubiquitous computing. 

 No need for backing up everything to a thumb drive and transferring it from 

one device to another. 
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 No need to copy all stuff from one PC to another when buying a new one. It also 

means you can create a repository of information that stays with you and keeps 

growing as long as you want them. 

 Provides large amounts of processing power comparable to supercomputer 

level. 

 

COMPUTER STORAGE 

Computer data storage, often 

called storage or memory, is a 

technology consisting 

of computer components 

and recording media that are used 

to retain digital data. It is a core 

function and fundamental 

component of computers. 

The central processing unit (CPU) 

of a computer is what manipulates 

data by performing computations. 

In practice, almost all computers 

use a storage hierarchy, which puts 

fast but expensive and small 

storage options close to the CPU 

and slower but larger and cheaper 

options farther away. Generally the 

fast volatile technologies (which 

lose data when off power) are 

referred to as "memory", while slower persistent technologies are referred to as 

"storage". 

Whether you are a consumer or a business, cost is often king. In the price wars 

between cloud and local storage, the latter almost always wins. External hard drives 

are cheaper than ever, and local storage has the benefit of a one-time upfront cost, 

without the recurring subscription and bandwidth-usage fees that are typical with 

cloud storage. 

Another factor in which local storage reigns supreme is security. Unless someone has 

physical access to your desktop or portable hard drive, your files aren't susceptible 

to hacking or theft. With a cloud service, once you upload your files, the provider has 

https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/Data_storage_device
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Memory_hierarchy
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complete control over where and how your data is stored. This is one of many reasons 

why it's crucial to read the terms and privacy policies of any cloud storage provider 

you considering using. 

 

CLOUD COMPUTING 

Cloud Computing is a term that encompasses a wide range of use cases and 

implementation models. In essence, a computing ‘cloud’ is a large shared pool of 

computing resources including data storage. When someone needs additional 

computing power, they are simply able to check this out of the pool without much 

(often any) manual effort on the part of the IT team, which reduces costs and 

significantly shortens the time needed to start using new computing resources. Most 

of these ‘clouds’ are run on the public Internet by well-known companies like Amazon 

and Google. Some larger organisations have also found value in running private 

clouds inside their own data centres, where similar economies of scale begin to apply. 

Whilst we are specifically concerned with the potential utility of cloud-based archival 

storage solutions, it is useful to briefly consider the generally accepted characteristics 

of a typical cloud service. These characteristics, enumerated in a broadly accepted 

piece of work1 by the United States’ National Institute of Standards & Technology 

(NIST), may be paraphrased for the purposes of this Guidance as defining computers 

and data storage which are: 

 Available when required (‘on demand’), without the need for lengthy 

procurement and configuration processes; 

 Available on standard networks such as the Internet, without special 

requirements for obscure or proprietary networking, protocols, or hardware; 

 Able to offer additional capacity as demand increases, and less as demand falls 

(‘elastic’); 

 Capable of only billing customers for the storage they use.  

However, often the use of the term cloud and the range of its features deployed by 

providers or institutions can be variable, reflecting all or just some of the 

characteristics defined by NIST. 

It is often assumed that these cloud solutions only run in large data centres accessed 

by customers over the public internet. This is one model (called a public cloud), but 

there are others which allow installation locally and access over private networks 

(private clouds), or even the flexibility to combine public cloud solutions with local 

organisational storage, creating a hybrid cloud.  
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All providers of cloud infrastructure services are able to offer cloud-based storage 

solutions. Archives, however, typically have additional requirements beyond the 

simple availability of a place to store data files. These requirements may include 

specific concerns around data protection and the processing of personally identifiable 

information, or attitudes to risk and data loss which are both more conservative and 

longer-term than those displayed by social media companies, computer games 

creators, and some of the other domains already gravitating to the cloud. Generic 

providers of cloud services, such as Amazon, Google, Microsoft and others, do not 

typically address specific archival considerations within their basic offerings. 

However, a number of specialist providers have also emerged to offer value-added 

services. By using them it is possible for archives to layer additional processes and 

procedures on top of generic cloud. 

 

CLOUD STORAGE 

Due to rapid growth of data and necessity to keep it longer and safer and it need 

organizations or companies to assimilate on how to accomplish and use their 

informationfrom initial phase. Because of advancement on IT and specifically 

international networking (internet), this bring an opportunity to store all data online. 

Third parties or service providers are those responsible for providing and 

maintaining off-site storage through the internet(Borgmann, et al., 2012). Cloud 

storage gives huge means of storage for use with three must important features such 

as access via Web services APIs on an un-determined network connection, very large 

storage quantity made available immediately for users and payment based on usage. 

This technology support rapid scalability. Below picture show an example of cloud 

storage model(Meyer, et al., 2014): 
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Cloud storage evolution 

This serve as an offering of cloud computing that provide access to data from 

anywhere and storage varying from less data quantity to even the entire organization 

warehouse(Evans, et al., 2011). Cloud users’ payment of services due is based on 

resources manages within specifies period. Basically, the users of cloud storage 

upload their data into the server of cloud storage provider and it will be made 

available, service provider must ensure that the data stored by clients are safe from 

any malicious attack. In most cases, system store data on server that uses different 

power supplies(D & Prasad, 2015). The progress of cloud storage based on traditional 

and hosted network storage shows in below picture(Meyer, et al., 2014).   
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Main issues in cloud storage 

Most of IT managers focus their attention on cloud storage with ability to easily make 

changes to its capacity and comparatively low cost. Despite that cloud storage help to 

reduce investment cost, but clients facing security challenges which includes 

technical, organizational and integration at various levels. The main threat in cloud 

storage is guaranteeing of data integrity, confidentiality and control (Borgmann, et 

al., 2012) 

 

CLOUD SERVICES 

SOFTWARE AS A SERVICE (ON-DEMAND SOFTWARE) 

 Users access applications and its associated data directly 

from the cloud without getting them installed on their 

machine using a thin client like web browsers over the 

Internet. 

 Solving many compatibility issues  

 Reducing universities’ IT complexity and cost 

 Providing anywhere anytime access.  

 

PLATFORM AS A SERVICE (PAAS) 
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 Users are provided with a container environment to run/test their software 

components where all of the software required serving the users’ purpose have 

been already installed and configured.  

 Microsoft Azure (http://www.microsoft.com/windowsazure/) 

 Google App Engine (http://code.google.com/appengine/) 

 This service model would benefit computer science students and 

instructors where there would be no need to spend time setting up the 

development environment.  

 

INFRASTRUCTURE AS A SERVICE (IAAS) 

 Virtualization is used to provide computational resources 

to users though the user is the one responsible for 

installing and configuring all needed software.  

 

BENEFITS OF CLOUD COMPUTING  

Cloud computing tends to be different from the other computing 

concepts. Basically, it supportsan interactive and user friendly web 

applications. Different people will have their ownperspective. Some 

people will consider cloud computing as a virtualized computer 

resources,dynamic development and software deployment. In today’s world, cloud 

computing has playedan important role especially in business.  found that cloud 

computing as an innovativetechnology helps the organization to stay competitive 

among others. It is able to bring a variousbenefit to business. Cloud computing is able 

to provide improved new capabilities which thetraditional IT solution cannot 

provide. 

 

Flexibility 

Most of the organizations choose to adopt cloud computing as it increases the 

business flexibility. It allows every employee to be more flexible in or out of their 

workplace. Employees who are onbusiness trip can access the data as long as they 

have Internet connection through any kind of device. Various services provided by 

cloud computing help the organizations handle thebusiness demand. Cloud 

computing allows the employees to share documents and files over theInternet 

simultaneously. Thus, every employee can get the updated version. This gives an 

addedadvantage especially for an organization's employees who often work outside 

of the organizationand now they can easily access to their data. Thus the business 
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owners do not need to be inone location, but now can spend their time on other 

business in another location. Besides, due tothe data and files are stored virtually on 

the Internet, it allows the employees to access the sameresources simultaneously. 

 

Cost Reduction 

According to Rashmi, D. and Tiago, O the main reason that organizations adopting 

cloud computing in theirbusiness is it helps in cost reduction. Organizations are 

enamoured by the chance of costreduction as the cloud service providers provide “in-

house” provision of these services.Besides, the organizations pay only for what they 

use. It means the organizations only pay for theservices that they use when they 

access cloud services. Figure 4 shows the reasons of theorganization to adopt cloud 

computing. 

 

Cloud Storage Services 

Most of us have digital data spread across a wide array of devices. While an external 
hard drive limits you to backing up computers, cloud storage allows you to back up 
files stored on any internet-connected device. Furthermore, you can access those 
stored files from any web browser, so cloud storage gives you unmatched 
accessibility and flexibility. 
Many top cloud storage services also offer a limited amount of free storage – 
anywhere from 2GB to 25GB. This allows you to try the service with no obligation to 
see if it's a good fit for you, and to store a limited number of files that you can access 
anywhere. 
 

DATA SECURITY IN CLOUD 

Security is frequently cited as a significant concern for those considering use of the 

cloud, particularly for sensitive, commercial, or personally identifiable information. 

We should be concerned about the security of data, wherever it is stored, but it would 

be unrealistic to suggest that most cloud services are inherently less secure than most 

local data centres. The larger public cloud service providers, including Amazon, 

Microsoft, Rackspace, Google and others, invest significant sums in ensuring the 

physical security of their data centre buildings. They also employ teams of dedicated 

IT security staff, trained and concerned with ensuring that their systems are as secure 

as possible. Generic standards such as ISO 270018 and 270029 describe the steps to 

be taken in maintaining physical and online security, and also detail the steps to be 

taken in responding to breaches. Domain-specific standards such as ISO 2779910 

provide additional specificity in areas such as the storing of patient data. Operators 
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of public data centres typically adhere to the guidance enshrined in these standards, 

and can reasonably be asked to describe the nature and extent of their compliance by 

sharing risk management plans, or completing regular external audit, etc. These 

companies are high profile targets, and their servers are almost certainly under near-

constant attack. Occasionally those attacks succeed, and services are adversely 

affected. But the security policies and procedures are, in all likelihood, at least as good 

as those employed in the local data centres typically used by archives. 

 

WAY FORWORD 

Cloud computing brings conveniences to the organizations, but there are some risks 

threateningorganizations too. In order to provide a better quality of services, the 

providers haveresponsibilities to ensure that cloud environment is highly secured. 

Providers have to makeenhancement on security to gain users’ trust. There are some 

solutions to enhance the security ofcloud. 

 

Data Stealing Solution 

Data stealing is usually widely occurred. The attackers will try to steal users’ account 

credentials. To prevent this, a special and distinct number should be generated at 

login session. Every timethe session ends, the users are required to send an email 

about the usage and duration togetherwith the unique number for the next login. 

Through this, the users will be more aware of theusage and unique number to be used 

for every login. For example, in Amazon EC2 cloud service,a unique number is used 

to verify the users. For retail organizations, it requires the users toregister as a user 

first before purchasing something. The information includes credit card details Li, H. 

C., Po-Huei, L., Jiann Min, Y. &ShiangJiun, C., 2010. stated that it is necessary to 

enhance registration system to reduce the chance of customers’data stolen. This can 

be done by applying credit card fraud monitoring system. Security policy, rules and 

regulations can reduce the risks of improper use of cloud computational power. 

 

Malware Attack Solution 

In cloud computing, the users’ requests are processed based on authorization and 

authentication and these will be done between web servers and web browsers. 

Hackers will try to inject harmful code to the cloud environment. To prevent this, 

cloud service providers need to store the information about the Operating System 

(OS) the users use during the first time registration. Since cloud computing is a fully 

independent OS platform, cross checking will be done before launching an instance 
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on a cloud. This is to check whether the OS information stored on the cloudis matched 

with the instance requested (Kazi, Z. & Susan, V., 2010.) 

 

Wrapping Attack Solution 

Wrapping attack can be prevented by enhancing the security between the 

communication with the web server and a web browser. This can be done by adding 

an extra bit which called reductant STAMP bit contains signature value to the SOAP 

message Apurva, S., Sanjay, this type of bit is used to prevent the value being changed 

by the attackers. If there is any interfere during the communication, the STAMP bit 

will be toggled and new signature value will be produced in browser and is sent to 

the server. 

 

CONCLUSION  

Cloud computing has become one of the transformational technologies that is 

tremendously important to improve ways of doing business. It has been proved to be 

a valuable asset for organizations to stay competitive. Cloud computing has been 

defined from different perspectives by different experts and it is difficult to discern 

exactly how cloud computing is constituted. As discussed in this paper, cloud 

computing brings conveniences and benefits to the organizations such as business 

flexibility, cost reduction, automatic hardware and software upgrade, agility and 

scalability. The main benefit is it helps to reduce the unnecessary costs such as 

purchasing and maintaining hardware and software. Besides, the workers working in 

IT are reduced. However, like all other technologies, there are some issues with cloud 

computing. The biggest concern, issue is security, especially data stealing. More 

organizations will be willing to adopt cloud computing only if the issues are solved. 

Some solutions have been suggested to overcome these issues.  

 

RECOMMENDATIONS 

The safety of cloud computing service should be placed at the front, Cloud service 

providers should provide regulatory compliances that the users may concern about, 

Through the compliances, It helps the users to be certified securely. Besides, security, 

policies should be provided with details regarding access control, risk management, 

system backup and recovery. Due to the time limitation, in the future, few case studies 

will be chosen and discussed on how organizations gained the benefits of cloud 

computing. Theoretical framework will be also used to discuss how organizations 

have applied framework. Different types of attacks always occur in a cloud 
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environment, thus a strong theoretical concept and generalized architecture 

especially for security will be proposed. This is a crucial step required for the cloud 

service provider to handle the cyber-attack. 
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